JPNT 4(4), 173-180 (2015)
http://dx.doi.org/10.11003/JPNT.2015.4.4.173

Journal of Positioning,
Navigation, and Timing

JPN

Design and Performance Evaluation of GPS Spoofing Signal
Detection Algorithm at RF Spoofing Simulation Environment

Soon Lim'T, Deok Won Lim', Sebum Chun', Moon Beom Heo', Yun Sub Choi?, Ju Hyun Lee?, Sang Jeong Lee?

!Satellite Navigation Team, Korea Aerospace Research Institute, Daejeon 34133, Korea
*Department of Electronics Engineering, Chungnam National University, Daejeon 34134, Korea

ABSTRACT

In this study, an algorithm that detects a spoofing signal for a GPS L1 signal was proposed, and the performance was verified
through RF spoofing signal simulation. The proposed algorithm determines the reception of a spoofing signal by detecting
a correlation distortion of GPS L1 C/A code caused by the spoofing signal. To detect the correlation distortion, a detection
criterion of a spoofing signal was derived from the relationship among the Early, Prompt, and Late tap correlation values of a
receiver correlator; and a detection threshold was calculated from the false alarm probability of spoofing signal detection. In
this study, an RF spoofing environment was built using the GSS 8000 simulator (Spirent). For the RF spoofing signal generated
from the simulator, the RF spoofing environment was verified using the commercial receiver DL-V3 (Novatel Inc.). To verify
the performance of the proposed algorithm, the RF signal was stored as IF band data using a USRP signal collector (NI) so
that the data could be processed by a CNU software receiver (software defined radio). For the performance of the proposed
algorithm, results were obtained using the correlation value of the software receiver, and the performance was verified

through the detection of a spoofing signal and the detection time of a spoofing signal.

Keywords: GPS spoofing, Spoofing signal detection, Software defined radio

1. INTRODUCTION

GPS was developed for military purposes in the United
States, and is a representative global navigation satellite
system (GNSS) that can be used throughout the globe.
Currently, a GPS modernization project is in progress. Also,
GLONASS from Russia has resumed the service through a
modernization project, and it can be used throughout the
globe. In addition, Galileo from EU and Beidou from China
have been developed for service, and thus it is expected that
various GNSS signals would be available in the future. As
for the GPS L1 C/A signal which is one of the civilian signals
provided by GPS, the structure is open to the public, and it
has been used in the major industrial fields (e.g., aviation
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and shipping) and the civilian fields (e.g., personal mobile
phone) as well as for military purposes. However, a signal
that is open to the public (e.g., GPS L1 C/A signal) could be
affected by artificial interference signals such as jamming
and spoofing. In particular, unlike jamming which transmits
a signal having a large signal power in the frequency band
identical to that of a GPS signal, the structure of a spoofing
signal is the same as that of a satellite signal, and thus a
receiver cannot detect the reception of a spoofing signal. A
receiver that has received a spoofing signal obtains wrong
positioning information and navigation information by
the spoofing signal. Due to this characteristic, a spoofing
signal can induce a lot of property damage and casualties
in the aviation and shipping fields. Therefore, a receiver
needs a function that can determine the reception of a
spoofing signal. As for an actual case of damage, there was
an incident where an unmanned aerial vehicle from the U.S.
Army is thought to have been captured by a GPS spoofing
signal in Iran in December 2011 (Inside GNSS 2012). Also,
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Fig. 1. Effect on a correlation function of a spoofing signal.

in June 2012, the University of Texas in the United States
demonstrated a successful capture of an unmanned aerial
vehicle with a GPS receiver using a spoofing signal (Inside
GNSS 2012).

In this study, the structure and characteristics of a
spoofing signal for a GPS L1 C/A signal were introduced
along with its effect on a GPS receiver, and an algorithm
for detecting a spoofing signal was proposed. Also, the
performance of the proposed algorithm was verified
through a simulation using an RF signal.

2. STRUCTURE AND EFFECT OF
A SPOOFING SIGNAL

2.1 Structure of a GPS L1 C/A Spoofing Signal

A GPS spoofing signal is a mimicking signal of an actual
GPS satellite signal. In this study, the GPS L1 C/A signal,
which is a civilian signal, was examined. Eq. (1) expresses
the GPS L1 C/A signal received by a GPS receiver (Kaplan &
Hegarty 2006).

sa(®) = Aq - C(t = 74(©) - D(¢ — 74 (®)) - cos{2n(fis + fo ()t + b (O} + na(®) (1)

In Eq. (1), s,(t) is the GPS signal received at an arbitrary
time t, where A, is the power of the satellite signal, C is the
C/A code, and D is the navigation data. 1, is the phase of
the code, and f;, is the carrier frequency of the GPS L1 band
(1575.42 MHz). f,, is the Doppler frequency, and ¢, is the
carrier phase (Kaplan & Hegarty 2006).

sa(®) = Aq - C(t —7q(®) - D(t — 74(8)) - cos{2m(fi1 + fi (1))t + $o(0)}
+4s - C(t—15(D) - D(t — 75(0)) - cos{2m(fuy + fo (D))t + po(0)} +na(®) (2)

In Eq. (2), Ay is the power of the spoofing signal, and it is
larger than A, in order to make the target receiver track the
spoofing signal. t4(¢) is the phase error of the code of the
spoofing signal. For a general spoofing signal, it is assumed
that the position of a spoofing target receiver is accurately
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known; and in the early stage where a spoofing signal is
received, the value of the code phase error is identical to
1,(t) which is the code phase of the actual satellite signal.
Then, the spoofing signal increases the code phase error
14(¢) so that the target receiver can obtain wrong positioning
information (Wen et al. 2005, Jafarnia-Jahromi et al. 2012).

2.2 Effect of a GPS L1 C/A Spoofing Signal on a Receiver

Assuming that the correlation function of a GPS
signal has an ideal form without thermal noise and band
limitation, the effect of a spoofing signal can be expressed
as shown in Fig. 1 (Kaplan & Hegarty 2006). In Fig. 1a, the
blue dotted line represents the correlation function of the
actual satellite signal, and the red dotted line represents
the correlation function of the spoofing signal. When
the spoofing signal is received by a target receiver, the
correlation function is distorted shown in Fig. 1b due to
the code phase error induced by the spoofing signal. As the
code phase error increases due to the spoofing signal, the
target receiver tracks the spoofing signal with a larger signal
power as shown in Fig. 1c (Wen et al. 2005, Jafarnia-Jahromi
etal. 2012).

3. PROPOSED DETECTION ALGORITHM
OF A SPOOFING SIGNAL

3.1 Principle of a Proposed Detection Algorithm

The detection algorithm of a spoofing signal proposed
in this study determines the effect of a spoofing signal by
detecting the distortion of the correlation function caused
by the spoofing signal as shown in Fig. 1. Assuming an ideal
correlation function without band limitation and thermal
noise, the Early, Prompt, and Late correlation values of the
receiver correlator satisfy the relationship shown in Eq. (3)
(Kaplan & Hegarty 2006).

Xp =X, =Xp/2 &)
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Fig. 2. Detection area of a spoofing signal between early and prompt
correlation.

In Eq. (3), x5 x,, and x, are the Early, Prompt, and Late
correlation values. When the spoofing signal increases the
code phase error as shown in Fig. 1b, the Prompt correlation
value decreases further compared to the changes in the
Early and Late correlation values. Thus, the relationship in
Eq. (3) is no longer satisfied. By detecting this characteristic,
the algorithm proposed in this study detects the distortion
of correlation function caused by a spoofing signal. Based
on the relationship in Eq. (3), the detection criterion of a
spoofing signal can be expressed as Egs. (4) and (5).

Xag = X5 — Xp/2 > Vispoor (4)
Xqp =X — Xp/2 > Vispoor (5)

In Egs. (4) and (5), x,; and x,; are the result values for
the Early and Late correlation values. Assuming an ideal
correlation function without receiver thermal noise, the
values of x,; and x,; in Egs. (4) and (5) become 0.

3.2 Setting of The Spoofing Signal Detection Threshold

Fig. 2 shows the detection criterion with Early correlation
value of a spoofing signal in Eq. (4) on a two-dimensional
plane. In Fig. 2, the blue line represents the relationship
between x; and x, for an ideal correlation function, the
red dotted line represents the detection threshold of a
spoofing signal, and the red area represents the detection
area of a spoofing signal. In Egs. (4) and (5), V., is the
detection threshold of spoofing signal. Thus, if x, or x,;
in Egs. (4) and (5) is larger than V,g,,.,
that the correlation function is distorted by the spoofing

it is determined

signal. To obtain a detection threshold from Egs. (4) and
(5), a probability density function for the result of the Egs.
(4) or (5) is required. x; x;, and x;, which are the Early,
Prompt, and Late correlation values in Egs. (4) and (5), have
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the Rician distribution. Eq. (6) expresses the probability
density function of each correlation value using the Rician
distribution (Kaplan & Hegarty 2006).

<x§+AZ
xy 2
Y e 205

) o
ps(xy) =9 52 IO(UL%)IXYZO,Y=E0rPorL (6)
0, xy <0

In Eq. (6), when Y is E, P, and L, it represents the Early,
Prompt, and Late correlation values, respectively. If the
Rician K factor satisfies the condition in Eq. (7), it can
be assumed that the results of Egs. (4) and (5) have the
Gaussian distribution instead of the Rician distribution
(Durgin 2003).

K(Rician K factor) » 1 @)

For Eq. (8), the condition that satisfies the Rician K factor
can be obtained as an equation for C/N as shown in Eq. (9).
Eq. (9) expresses Eq. (8) as an equation for C/N, (Kaplan &
Hegarty 2006, Lim et al. 2014).

2
K:A_‘;:C/N,Y:EorPorL (8)

202
/No=C/ T 20% T T orror ©)

To assume each correlation value as the Gaussian
distribution from Eq. (9), C/N, needs to be more than 43 dB-
Hz. In this regard, to assume the Early and Late correlation
values as well as the Prompt correlation value as the
Gaussian distribution, it needs to be two times larger than
43 dB-Hz; and thus the signal strength was set to 46 dB-
Hz in the present study (Kaplan & Hegarty 2006, Lim et al.
2014). Therefore, it can be assumed that the Early, Prompt,
and Late correlation values have the Gaussian distribution.
Eq. (10) expresses the probability density functions of and
that have the Gaussian distribution (Ziemer & Tranter
2009).

((XY+”;Y)2)
e\ v / Y=dEordlL (10)

Ps(y) = =
s (Xy —r
2o}

In Eq. (10), when Y is d.E and d.L, it represents the
results of Egs. (4) and (5), respectively. Assuming that the
thermal noises of the Early, Prompt, and Late correlation
values are independent and have the Gaussian distribution
with an average of 0 and a variance of 1, the probability
distributions of x,; and x,; have the Gaussian distribution
with an average of 0 and a variance of 1.25 based on the
calculation in Eqgs. (4) and (5) (Ziemer & Tranter 2009, Lim
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Fig. 3. Histograms of an Eq. (4) result value from RF spoofing signal
simulator (Early and Prompt).
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Fig. 4. Histograms of an Eq. (5) result value from RF spoofing signal
simulator (Late and Prompt).

Table 1. False alarm probability of spoofing signal detection and a
detection threshold.

False alarm probability (%) Detection threshold
0.1 4.11
0.01 4.85
0.001 5.52
0.0001 6.11

etal. 2014). Figs. 3 and 4 show the histograms of Egs. (4) and
(5) where the signals collected by the GSS 8000 simulator
have been processed using the software receiver. As shown
in Figs. 3 and 4, the distribution of the data collected by the
simulator seems to have the Gaussian distribution, and it
demonstrates that the assumption about thermal noise is
valid. Table 1 summarizes the detection threshold for the
false alarm probability of spoofing signal detection when
the average is 0 and the variance is 1.25.
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Fig. 6. Dynamic scenario for a target receiver generated by GSS 8000
simulators.

4. SETUP OF RF SPOOFING
ENVIRONMENT AND THE PERFORMANCE
EVALUATION OF THE SPOOFING SIGNAL
DETECTION ALGORITHM

4.1 Setup of RF Spoofing Environment

In this study, an RF spoofing simulation environment was
built using two GSS 8000 simulators (Spirent). Fig. 5 shows
the RF spoofing simulation environment. As shown in Fig.
5, each GSS 8000 simulator generated signals for a static
scenario and a dynamic scenario, respectively. In this study,
it was assumed that the spoofing target vehicle moves along
a circular trajectory at a uniform speed. Static signals were
generated at a latitude of 0, a longitude of 0, and an altitude
of 0m, which is the starting point of the circular trajectory,
so that they could play the role of spoofing signals. Fig. 6
shows the dynamic scenario of the spoofing target receiver
using GSS 8000. The yellow trajectory represents the moving
trajectory of the spoofing target receiver, and the red circle
represents the spoofing location where the latitude is 0, the
longitude is 0, and the altitude is Om. In Fig. 7, the result was
examined using the commercial receiver DL-V3 (Novatel
Inc.) to verify the RF spoofing environment. The spoofing
signal generated for the verification was 3 dB larger than the
satellite signal, and it was received by a target at 1 minute
before reaching the location with a latitude of 0, a longitude
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Fig. 7. Verification of RF spoofing signal simulation environment.

Table 2. Evaluation results of a proposed algorithm.
Channel ! dB 3 dB. > dP:

(Satellite ID) Status Detection  Detection  Detection
time (s) time (s) time (s)

1(Sv2) Spoofing detected 25.68 23.03 19.9
2(SV5) Spoofing detected 53.97 52.54 50.67
3(Sv8) Spoofing detected 53.37 51.51 49.94
4(SvV26) Spoofing detected 9.06 8.85 8.66
5(SV10) Spoofing detected 9.01 8.82 8.65
6(SV4) Spoofing detected 50.17 47.35 46.05
7(SV17) Spoofing detected 20.2 18.21 11.07
8(SV12) Spoofing detected 54.17 51.13 49.73
9(SV15) Spoofing detected 35.46 32.45 29.66
10(SV27)  Spoofing detected 45.25 43.18 41.07

of 0, and an altitude of Om (Lim et al. 2008). The result of the
simulation using the commercial receiver DL-V3 (Novatel
Inc.) showed that the position was fixed without a change
when the spoofing signal was received, as shown in Fig. 7.

4.2 Performance Evaluation of Proposed Algorithm

For the performance evaluation of the algorithm
proposed in this study, the RF signal was stored as IF band
data using a USRP signal collector (National Instrument),
and the performance of the algorithm was evaluated using
a CNU software receiver. For the performance evaluation
of the proposed algorithm, the false alarm probability
of spoofing signal detection was set to 0.0001%, and the
speed of the spoofing target vehicle was set to 20 m/s.
Then, the effects of the values increased by 1 dB, 3 dB, and
5 dB on the receiver correlator were analyzed, and the
relevant performance and characteristics of the algorithm
proposed in this study were analyzed. Table 2 summarizes
the spoofing signal detection results using the algorithm
proposed in this study when the signal strength of the
spoofing signal increased for each channel. Based on Table
2, it was found that the proposed algorithm detected the
distortion of correlation function caused by the spoofing
signal, and that the detection time of a spoofing signal
decreased as the strength of the spoofing signal increased.
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Fig.9. Result value of Eq. (4) with a spoofing signal (47 dB-Hz).

Fig. 8 shows the effect of the spoofing signal that is 1 dB
larger than the satellite signal on the correlation value of
the target receiver. The correlation value increased as the
spoofing signal was received, and the correlation value
showed the highest value when it reached the spoofing
location with a latitude of 0, a longitude of 0, and an altitude
of 0 m. Figs. 9 and 10 show the results of Egs. (4) and (5). As
shown in Figs. 9 and 10, the value increased as it passed the
point where the spoofing signal was received. Based on this,
it was found that a correlation function was distorted by the
spoofing signal. Fig. 11 shows the spoofing signal detection
results using the algorithm proposed in this study. After the
point where the spoofing signal was received, the reception
of the spoofing signal was determined based on the results
of Egs. (4) and (5). Fig. 12 shows the effect of the spoofing
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Fig. 11. Spoofing signal detection time of a proposed algorithm with a
spoofing signal (47 dB-Hz).

signal on the correlation value of the target receiver when
the spoofing signal was 3 dB larger than the satellite signal.
The change of the correlation value were larger than those
when the spoofing signal was 1 dB larger than the satellite
signal. Figs. 13 and 14 show the results of Egs. (4) and (5),
and Fig. 15 shows the result of the spoofing signal detection
algorithm. Fig. 16 shows the effect of the spoofing signal
on the correlation value of the target receiver when the
spoofing signal was 5 dB larger than the satellite signal. Figs.
17 and 18 show the results of Egs. (4) and (5), and Fig. 19
shows the result of the spoofing signal detection algorithm.
The simulation of this study showed that a correlation
function was distorted by the spoofing signal, and that the
effect of the spoofing signal could be detected through the
proposed algorithm.
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5. CONCLUSIONS

In this study, an algorithm that detects a spoofing signal
for a GPS L1 C/A signal was proposed, and the performance
of the proposed algorithm was verified based on GNSS
simulation in an RF signal environment. The results of the
simulation showed that the proposed algorithm normally
detected spoofing signals that are 1 dB, 3 dB, and 5 dB
larger than the satellite signal, in an RF signal environment.
Also, the detection time of a spoofing signal decreased as
the signal strength of the spoofing signal increased. The
simulation environment built in this study can be used for
the test of existing spoofing signal detection algorithms

http://www.gnss.or.kr



180 JPNT 4(4), 173-180 (2015)

as well as the proposed algorithm. In the future, the
performance of the algorithm proposed in this study will
be compared with those of existing algorithms. In addition,
by adding an assumption that the trajectory of a spoofing
target vehicle is not accurately known, the effect of a
spoofing signal and the characteristics and performance of
the proposed algorithm will be analyzed in a more realistic
spoofing environment.
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