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ABSTRACT

In this paper, we propose a novel global navigation satellite system (GNSS) spoofing detection technique through an array

antenna-based direction of arrival (DoA) estimation of satellite and spoofer. Specifically, we consider a sophisticated GNSS

spoofing attack scenario where the spoofer can accurately mimic the multiple pseudo-random number (PRN) signals since

the spoofer has its own GNSS receiver and knows the location of the target receiver in advance. The target GNSS receiver

precisely estimates the DoA of all PRN signals using compressed sensing-based orthogonal matching pursuit (OMP) even with

a small number of samples, and it performs spoofing detection from the DoA estimation results of all PRN signals. In addition,

considering the initial situation of a sophisticated spoofing attack scenario, we designed the algorithm to have high spoofing

detection performance regardless of the relative spoofing signal power. Therefore, we do not consider the assumption in which

the power of the spoofing signal is about 3 dB greater than that of the authentic signal. Then, we introduce design parameters

to get high true detection probability and low false alarm probability in tandem by considering the condition for the presence

of signal sources and the proximity of the DoA between authentic signals. Through computer simulations, we compare the

DoA estimation performance between the conventional signal direction estimation method and the OMP algorithm in few

samples. Finally, we show in the sophisticated spoofing attack scenario that the proposed spoofing detection technique using

OMP-based estimated DoA of all PRN signals outperforms the conventional spoofing detection scheme in terms of true

detection and false alarm probability.
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Satellite 2

Satellite 1

Satellite M

Spoofer

Target Receiver

Fig. 1. System model where a target receiver with array antennas and a
spoofer imitating multi-PRN signals exist.
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Algorithm 1 OMP algorithm for Spoofing Detection
1: Input: y € CV*1, A € CNVXP
2: Output: A(K).
3: Initialization:
4 Yoy =Y,
5: A([]) =,
6: k=1.
7. for k=1,--- K do

8: if max (| < ap,y@-1) >[) > 30, then
9 pi = argmax (| < ap,y@-1) > )
10: Update A(k) — A(k‘*l) (@] {[}k}

H -1 H
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12: Yk = (IN — Pk)y(k—l)

13: end if
14: k=k+1
15: end for
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Algorithm 2 SOMP algorithm for Spoofing Detection

1: Input: Y € CV*I, A € CNXFP

2: Output: Ax).

3. Initialization:

4: Y((]) =Y,

5 Ay =9,

6: k=1.

7. for k=1,--- ,K do

8 if 1117[1&))( (Ele | <ap, Yg-1),: > |> > 3Io,, then

I
9: pr = arg r;lca%( (Zi:l | <ap,yr-1),i > |)
10: Update A(}C) — A(k—l) U {pk}
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e Pr=A(Ar) (A Awm)"A(Aw) AL
12: Y(k) = (IN — Pk>Y(k,1)
13: end if
14: k=k+1
15: end for
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|¢_ _ ¢_| PRN1 PRN2 PRN3 PRN4 |¢_ _ ¢_| PRN1 PRN2 PRN3 PRN4
CY 1 | b2 | b3 | b | bs | B | &7 | 0 tY 1 | b2 | b3 | b | Bs | b | &7 | @
PRN1 [N 0 40 21 70 40 41 39 22 PRN1 [N 0 40 5 70 40 41 39 22
o 0 39 6 23 5 69 3 o 0 39 6 23 5 69 3
o 0 19 25 65 | 110 | 47 o 0 19 25 65 | 110 | 47
PRN2 PRN2

o 0 59 3 91 5 o 0 59 3 91 5
0 1 2 4 0 1 2 48

PRN3 | %5 9 6 8 PRN3| %5 9 6
b6 0 55 3 b6 0 55 3
PRN4 ¢ 0 89 — o 0 89
¢B 0 d)s 0

@) (b)

Fig. 3. (a) Example 1 of spoofing detection considering the difference between DoAs, (b) Example 2 of spoofing detection considering the difference

between DoAs.
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Table 1. Simulation environment.

Parameter Value
Sampling frequency 2MHz
Received power of authentic signal -158 dBW
Noise variance -140 dBW
Doppler frequency difference 0Hz
Code chip delay difference 0.5 chip
Spoofing to authentic power ratio 0dB
The number of authentic PRNs 9
The number of spoofing PRNs 4
The number of antennas 7

Table 2. The azimuth angles of authentic and spoofing signal.

PRN number Azimuth angle (*) PRNnumber  Azimuth angle ()
PRN 2 -20 PRN 8 54
PRN 14 -5 PRN 18 60
PRN 20 -30 PRN 22 -90
PRN 24 40 PRN 25 80
PRN 26 -70 Spoofer 20
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Fig. 4. (a) Power spectrum with SOMP algorithm according to azimuth
angle in a single sample, (b) Power spectrum with MUSIC algorithm
according to azimuth angle in a single sample.

o

=49 Dor% 738 )

Fig 5= SOMP &1 agﬂ MUSIC &aE|Eo s 243 &
=9 Dvoﬂ 2 =2ollA Altsks o PRN 7]RE 7]et

https://doi.org/10.11003/JPNT.2021.10.3.169

Pal
%

3.5

N
)

RMSE [degree]
N

o

1 2 3 4 5 6 7 8 9 10
The number of samples

Fig. 5. DoA RMSE performance of SOMP and MUSIC algorithms in a few
number of samples.

Detection Probability
© o o o o o o
w S [4,] o ~ [o] w
-
-

o
)

1
I
i
I
1
I
1
I
1
l

o
=

=—proposed multi-PRN Spoofing Detection
= =conventional power-based spoofing detection [8]

0
-6 -5 -4 -3 -2 -1 0 1 2 3
Spoofing to authentic power ratio [dB]

Fig. 6. Spoofing detection probability of conventional power-based
spoofing detection method and the proposed direction-based spoofing
detection method according to spoofing to authentic power ratio.

7] 7|8 zhzb He5}o] 24135 7]9kA 5 2] DoA root mean
squared error (RMSE) Al5& AMZ 4of ula} 3015 Aalo]
T} MUSIC 2k12l5-& 412 47 37Kl we} 441 415.9) 3
A o] FEkel2]7] whioll e S Btk e, of
A5 A& S Fofl dislia] 4EANA] 7]8ke] SOMP g E|&

T u H f

o] MUSIC &312]5F 7|4k DoA FEH £2 58 Hole A

= =T 4 Qlk. o3 olf= ShA] Fig. 4be} o] 24t 7]
HJQJ 7ol 2o Y AodS AT U] 4z dof| sy
DoAE HUsH F4st7] HsiA o @2 Al &0l Bas)r| die
olw] & Ro] A7 et o] 7|ek Az o] o] o As
Hap BlSsiAY ARl o W2 7 $74E 714k DoAo] @4t
7h s ot

2R 7R AS

Fig, 62 AIRFSHe 7147 At 1 441 415
E exsl= A 74k 7)9k &) 7]¥ (Zhang et al. 2019)3}+9]
3% HlaL Aifolet, ojnff & =FollAe] 7Ivk A 9 AR HH

et wiel ExfstA] ok wie] A

Sg8 247} J9hl ST} X



Young-Seok Lee et al, GNSS Spoofing Detection Technique with Multi-PRN Diversity 175

=¥-Proposed multi-PRN Spoofing Detection
=©-conventional power-based spoofing detection [8]
= =Random prediction

o
©

o
)

=]
&

o
)

Detection Probability
o

¢ o«
w # o

o

o
S

o

& i i !
0 0.1 02 03 04 05 06 07 08 0.9 1
False alarm probability

Fig. 7. Receiver operating characteristic curves of conventional power-
based spoofing detection method and proposed direction-based spoofing
detection method.
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