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ABSTRACT

Global Navigation Satellite System (GNSS) provides location information using signals from multiple satellites. However, a

spoofing attack that forges signals or retransmits delayed signals may cause errors in the location information. To prevent such

attacks, authentication protocols considering the navigation message structure of each GNSS can be used. In this paper, we
analyze the authentication protocols of Global Positioning System (GPS), Galileo, and BeiDou, and compare the performance
of Navigation Message Authentication (NMA) of the above systems, using several performance indicators. According to

our analysis, authentication protocols are similar in terms of performing NMA and using Elliptic Curve Digital Signature
Algorithm (ECDSA). On the other hand, they are different in several ways, for example, whether to perform Spreading
Code Authentication (SCA), whether to use digital certificates and whether to use Timed Efficient Stream Loss-tolerant
Authentication (TESLA). According to our quantitative analysis, the authentication protocol of Galileo has the shortest time
between authentications and time to first authenticated fix. We also show that the larger the sum of the navigation message bits
and authentication bits, the more severely affected are the time between authentications and the time to first authenticated fix.
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Chimera, OSNMAS} Zro] A EAj= gix|ul ¢l 22 EZ 2
Aok = 712 Wiy o] glek (Wu et al. 2019, 2020).

Margaria et al. (2017)& GNSSof|A] HAYS 4= Ql= ]}
GNSsS9] Q15 LR E F9] 7|5-& E3tste] GNSSe}F T E 53
2 x]<&319I T} Air Force Research Laboratory Space Vehicles
Directorate Advanced GPS Technology (2019)& Chimera<2]
Interface Control Document (ICD)Z & HjA]#] LR} oo
oty 8]E&E A]45}9l 3, Gamba et al. (2020)= Chimera®] -
Z5 393 A ’Ezi”é‘é‘}ﬁil:}. OSNMAS9] A 2= OSNMA
9] ICD?QI European Commission (2018)o] A 2] o] )t}
BeiDou?] 1= T2 E=F Wu et al. (2019)= ECDSA (National
Institute of Standards and Technology 2013) 7|4} HFH-S |
oFs}9d 11, Wu et al. (2020)%= Timed Efficient Stream Loss-
Tolerant Authent1cat10r1 (TESLA) (Perrig et al. 2000) 7|4} v}
92 A9k Wu et al. (20200 E9] a4l B2 T4l
SM3 (Standardization Administration of the People’s Republic
of China 2016)¢} EFaEA 7|uke] AzpaA{™ el SM2 (China’s
State Cryptography Admmlstratlon 2010)E AF&5}9itt Jeon
et al. (2021a)= GPSe} Galileo?] 31 HA|A] LR} Q1= 22
EF JRE )W BA5191 11, Gaybullaev et al. (2021)= GPS
2} Galileo9] <1 Al, ol A A EE ALgs)
o] g H]E_o}‘}il‘/}. ulx]2ko & Jeon et al. (2021b):= Jeon et
al. (2021a)o]|A4] BeiDouZ B4 thilel 7}ske] GPS, GalileoQJ—
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2. AUTHENTICATION PROTOCOLS

2.1 Navigation Message

H =Rojx A5 GNSSE= GPS, Galileo2} BeiDouo]t},
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Fig. 1. GPS navigation message structure (ESA NAVIPEDIA — GPS navigation
message 2011).
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Fig. 2. Galileo navigation message structure (ESA NAVIPEDIA - Galileo
navigation message 2011).
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Fig. 3. BeiDou D1 navigation message (China Satellite Navigation Office
2019).
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Fig. 4. BeiDou D2 navigation message (China Satellite Navigation Office
2019).



Table 1. Summary table for navigation messages.

GPS Galileo BeiDou
Name of navigation message ~ CNAV-2 Galileol/NAV ~ D1 D2
Duration of frame (sec) 180 720 30 3
Size of navigation message (bits) 9,000 90,000 1,500 1,500
Number of subframe 3 24 5 5
Structure of subframe 10pages 15pages 10words 10words
Transmission rate (bps) 50 125 50 500

GPS9] Q1= 2 E Toa] AFRa}E 3 mA]X]= CNAV-2
navigation message©| 3l Galileo2] Q15 T2 E Fof|A] A5

2 HAA =
= BeiDou DI navigation message2} BeiDou D2 navigation
message (China Satellite Navigation Office 2019)& g H|A]A]
2 A3} 7F 8P HA)x] 9] LR E GPS, Galileo, BeiDou 4=
© 2 Figs. 1-49} 2t} Jeon et al. (2021b)ollA] & wA =] &
A& Table 19] A elslict & HA] A= frame?] X4 A|7H
] w|A]z] ] 37, subframeo] |40t TR, HEEL 7|F0
2 g 4 Uk Bps G915 ARSshs AE5E2 T HAIA
37]1% framed] A& A]7F0 & L ok Table 1of] whEw,
BeiDou?] D2 Navigation message2] frame 2|< A|7to]| 71%}F %&b

3L EE0] 500 bps= 7Hg w5 =0T 4 v

Galileo I/NAV navigation message©]t}. BelDou

2.2 Chimera

Chimera+= Navigation Message Authentication (NMA),
Spreading Code Authentication (SCA) & £5F-2] 7|5 4345}
I AA| FLZR = Fig. 59 Zth NMAE= GPS CNAV-2 navigation
messageS UH 0 2 slo] HARAHE S YAl AT AA}

AW etye|Zo & 224 HE BRI 7]dke] ECDSA P-2247}
AFLE T 1 ZATHE 448 v E o] HApAHo] AT SCAZ 9
3} marker2 A§4Js5}7] ¥l marker key7}
9] &8 2= fast channel marker key2} slow channel marker key
7} @)t} Fast channel marker key+ Fast Channel $7]2] A]ZF

A7FS @12 o 2 AF85} T HMAC-SHA-256S 915 ¢kye]|Zo
2 AFg5lo] 256 H|E 9] key S AYAIGIcE HEHo|, Slow channel
marker key+= NMAQ] ZA¥2 }& 448 H|EQ] A HEE ¢
H o Z AFRS}3 SHA-512/256L o5 48|S0 2 ALL3S
o] 256 H|E.Q] keyS A5t} mpz|uto 2 AAJE fast channel
marker key2} slow channel marker keyS AF&-5}o] SCAS] s
&= marker value@} marker locationo] AJAJ =t} Marker value
9} Marker location& 128 H]|Eo]1l fast channel marker key &
+= slow channel marker keyS AES-2562] key®2 A2t}
AES-2562 2 YA = marker value ciphertext@} marker location
ciphertext+= Message Authentication Codes (MAC) 2352 &

Al =] SCAE 4-3het.

D Q5131 marker key

2.3 OSNMA

OSNMAL: o[ 23} o] NMATHS Seia}el, B707] 7%,
TESLA (Perrig et al. 2000) root key 73, TESLA key chain AY
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Fig. 5. Block diagram of the Chimera (Gamba et al. 2020).
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Fig. 6. Block diagram of the OSNMA.

D,

< NN

(29 2D
Gy G G G G G R Cw

o) ) () () () D) (o) ) () () o) ) o) @) o) e
(29) (D) (22) () (22) (22 (29D (o) () (o) (29) (o22) (223 (29) () (9

Fig. 7. Merkle tree with N=16 elements (European Commission 2018).

41 Wl TESLA key A2, MAC 7= $4]12 23€ch. OSNMAS]
%X Fig, 63} 7k,
OSNMAOS A= ZI)7] o] ZBAIA] 2L 7] AL 93| &=
o|7} 40]11 leaf = E7} 1672 FAJ % Merkle treeE AF&sH=
], 7 2= Fig. 72} At} 7} leaf = E4= vlE] AsiA Gl 16
Ao} EATNZ, m e m 2 UeRf7] 2 gk $417]% ofn] 2
F5FaL Ql+= root hash(x,, )2} 14 S 2R E 52 S aljA]
120 2 leal 2 5] root7}2] 4] ()9} o] sAleH: 12
20 3718 ASTE oS S0l B AHgSHE 7]
olg m2 s Agrolet, WA 7% it 719l
4810 11, % AN, IO B i
1:! ]’O:] X125 X215, X30, x4,0‘€ Z]'E;ﬂ—'E— 7:“/\\_}7:5_]'31'

gl
Do{. mlo
o o

=
AVa}
7]"”4] 5
msell A (D&

1

X205 x},lg 4] (2)01]

> o
I:l

http://www.ipnt.or.kr



4 JPNT 11(1), 1-9 (2022)

Xo; = f(m);i=0,..15 1)

X = f(xj—l;ZL‘”xj—l;ZHl) 2

2o WAMEE £ root key Aol thaf AHgch,
OSNMA+ ECDSA P-224, ECDSA P-256, ECDSA P-384, ==
ECDSA P-521F theFet MM & AHE 7Heshd, & =72
7Hg A7dAQ1 Fetrlei ¢l ECDSA P-256 HAARAE S o2 A
g3t fiet ol HEH % H7lE o]-got AApAE o HF
o] 7FaRHl, HF2] thde Al T HAlA] dFol AFEE=
TESLA key chain®] root keyoﬂ gt A o]t} TESLA key chain
S a1 e] TESLA keyoll SHA-256, SHA3-224 T+= SHA3-256
A 42 2 goto] AHEE TESLA keyE E&sHs 942 o
Ao -’F%o%u 24 *”“Qﬂi = =itollAlE SHA-256 3
/\] A2 2123 A0S BAsllnt o]2 A 312 upEE) 5
% TESLA key7} root key2 AxtAw o] tjAito] ok 22t
TESLA keyS MAC 7|9t9] o1=of A} wf= AJAIH /\'H
%1402, % root key e AMSIA| Hek wakA lolE o] 1%
S 48Y5}7] o, TESLA key2] sJjA] Zho] o] TESLA keyﬂ]— 7z

27 golgko 24 o] TESLA keyS ZHE5H Hch Q159
mlz] ek g = MAC & Key (MACK) 2259 MACS xgxé sk

A%5He AORA, The vlA|A] B8l T TESLA key ]
ACS £ AZ

2.4 TESLA Based BeiDou Authentication Proposal

Wu et al. (2020)0|4]= OSNMAO|A & AF&E TESLAZ 7]
Hto 2 5= BeiDou?] Q1% T2 EZ-S Aotsloith 1 A
ZL Fig. 83} 7t} B =RojA o] 4H-S BeiDou-TESLAZ}
Z5lc}. BeiDou-TESLAO|A] A}&5l= 31 tA] x| = BeiDou
OSNMAe} Fe] F=9] & 3

A] k421 SM3 (Standardization Administration of the People’s
Republic of China 2016)& AFHE-ZHct. Wu et al. (2020)0]] 2|5},
Certification Authority (CA)= Q1=0]] A}&SF tlofsl 7|15 AYA]
Skal 7] FollA 7171 TESLAL] root key {150l AFHEH T
BeiDou-TESLAO| A= SM3E AF&-5}e] TESLA key chaing AY
Aeln, 23] elelatA 7|ute] M zpA|w ¢l SM2 (China’s State
Cryptography Administration 2010)2 A% root keyS ©]-&35}
o] TESLA key chaing 73535t} BeiDou-TESLAS|A] key chain
A0l AFE R Al 4] (3-4)9k 2tk Al ()IA K A key
£ oJu]s}tal BDT&= subframe jo] §J4d AJ7F Q15 BRI ARIZE
oJmgiet. A (oA SM3E 256 HIE 9] 7| & *”“ sk o)zt
128 H|EZ} H &5 cut -5 AMHSSITH

D2 navigation message®| il

K;_y = F(K;, BDT}) 3
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Fig. 8. Block diagram of the BeiDou-TESLA (Wu et al. 2020).
F(K;, BDT;) = cut(len, SM3(K;||BDT;) 4
2.5 ECDSA Based BeiDou Authentication Proposal

ECDSA 7]4Fe] BeiDou Q1% T2 EZ2 Wu et al. (2019)9]
A Adet o2 & =FofA< ©]& BeiDou-ECDSAg} %
st} BeiDou-ECDSA= BeiDou¢] D13} D2 navigation message

0= 218517 128 H]E BRI AT 7]8Ee] ECDSAS A4-5lct,
o] LEEF9] ECDSAo|A] AHgsh= 37171 AEUlolA] 714
2 A4 JA5AE &3l 5T o qlrh Figs. 99} 102 D1zt D2
navigation message©]] th$F BeiDou-ECDSAS] A& Gt o]t}

D1 7|4} BeiDou-ECDSA2Q] 7% main-frame 112] subframe
1~3 = 547 H]E 9] basic navigation data”} ECDSA P-1282] ¢]&
O F AMRE T, Aol AE 304 H|EV} page 119] subframe 5
9] 51~228 H]E &} page 122] subframe 52] 51~176 H|Eo]| #&t=l
o} T35 A5 Ae] Aubr) page 239] subframe 59] 51~228
H|E 9} page 249] subframe 52] 51~176 B|ES| %= AAFHC} D2
7149t BeiDou-ECDSA2] 7 2-ofl&= ECDSAQ] ¢]& © 2 main-
frame 1~102] subframe 1 = 547 H]E 9] basic navigation data
£ AFgSt Aol A= page 19] subframe 19] 151~262 H|
E, page 29| subframe 12] 151~262 H]|E &} page 32] subframe 1
2] 151~230 H|Eof & 304 H|E7} A=} o] Distinguished
Encoding Rules§ AHg-5to] A% ZAute] @ HIE 47} ok &
7].6]- 7}-\] oz rL]-OPE]I:]- olE:I o= /\]..& %LH% Dﬂ/\]X]Oﬂ SHA-256
& 245 Ao} FAN7|E ol gato] A HEo] St

3. PERFORMANCE COMPARISON

3.1 Comparison of Authentication Protocols
BEEZE BT FEHCE NMAE 435t

3 AR E-S AR5 Chimera, OSNMA} BeiDou-ECDSA
= 27| & ECDSAE A}85)al BeiDou-TESLAE Z=-9] E}

o $579 9%
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Table 2. Summary table for authentication protocols.
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Table 3. Base values for Chimera, OSNMA, BeiDou-TESLA, BeiDou-ECDSA.

Chimera OSNMA DeiDou- BeiDou-

TESLA ECDSA
NMA (0] (0] (0] (0]
SCA (6] X X X
Elliptic curve based digital signature ECDSA  ECDSA ~ SM2  ECDSA
Digital certificate X X (0] (¢}
TESLA X (0] (0] X
Function for generating TESLA key SHA-256  SM3 -
chain
34 AR F2Q SM2E AREFITHE 2jol o] YA &
£ Q1% 22 E JoA ehATA Jke] AR S AFESIEL )

t}. Chimera: t}E o1& 22 E 253} ] SCAS 712 4
345}7] sl markera}~ 7@ o] AFg-EIth OSNMAZ2} BeiDou-
TESLAL LE2 0 2 TESLAZ AF25}A]5k TESLAS] A5 72
£ 2A45PH OSNMAE Secure Hash AlgorithmS AF2-5}0] key
chaing AYAJ51= HhHof|, BeiDou-TESLAE £=2] sjjA] E&2]
SM3E AFgSH} B35 OSNMAE Merkle tree2 A% 2717]

£ AHgoh= Hhof|, BeiDoud] Q15 LEEF F HIHo A= ¢l
SARRE 229 INNE *P%‘_EP. BeiDoud] Q15 L2 E
EZE2 AR F 7HA] HhHE BE QJIFSAE AMERthe HollA
Chimera, OSNMAS} 2fo]& & 71Xt} ¢1% T2 E o] Z 57
I} 2po] & FASIA Table 29} Zro] A2 s3iTt.

3.2 Performance Indicators

B RodE 2 9 2 %
2 Fernandez-Hernandez et al. (2014)0]| 4] AF2-% Time
Between Authentications (TBA) 2! Time To First Authenticated
Fix (TTFAF)Z A}3IT} 0|5 B2 ©&35}7] <5 NNA, Bit
Error Rate (BER), Authentication Error Rate (AER) 52| 1}2}u|
B E0] AF&ET o]7]4 NNAE navigation message2] H|E 4=
(NN)<} 3l navigation messagee]] ek 15 HIE 4~ (NA)S] FF
<= Yu|gith BERS H|EQ] @ 7 50|l AERS FZ0] ¢l&

EEEi_Q] }\-]h. ]j]"]E_

wj Q1% B $holA 2. F7h A 4 Qe BHES ojujgin. 4]
(5% AER3I} BER, NNAS] 1A & Ltepdct.

AER=1-(1-BER)™ (5)

3 TBAL Shtke] Aol tfat A%l el 1% Al

9] A7 olm|siet. 3HH, OSNMAO]| A= TESLA key chain

OE Ango] A2 AxpAEe] AL} geolo] Hadhuf,

s
N
-
N
>.,

2L root keye} oof] thek HAME S 7|che{ok 5}
Zlo] YRS Gaybullaev et al. (2021)0|A1= o]23F 7%
startg} 3} o] AlSfol| Al Q] A8 v|wsEly] s TBA
SJEl 2 Time Between Signatures (TBS)Z}t= 714
2E A ol5IGith TTFAFE: 48 Q10| 423 w7t
olulgic}. TBASH TBS: &P HA|#] L2 I A4

oX
ol
Ml

Q
o

ol

st

l9‘03:[‘
> ol o

N

N,

;

o] A= kel Al ol A BY AL
FE2 Q8| Aol Bag 4+ glonw

A T D = A (o of S O
Jig

op
b i
rlr r]r

L
'C
Zro

2

1%30}741 sk o7 2.R0] YRFE I

21 A

NN NA NNA TBA TBS
Chimera 7902 448 8350 180 180
OSNMA 600 156 756 10 -
OSNMA (cold) 832 668 1500 - 240
BeiDou-TESLA 557 1500 2057 15 15
BeiDou-ECDSA (D1) 547 304 851 360 360
BeiDou-ECDSA (D2) 547 304 851 30 30

23k TBAS] 7|thgka} TBSS] 7| thgk& Z¥2F TBA, TBS=} % <J5)
=, ol52 4l 0)7} (Nefl olall Al4kE 4 QUth. TTFAF] 7|t
WV TTFAF S A ¥ WP 0 2 Aj4bo] 7Hg5, hot start
A¥sLol TTFAF= TBAE o]&3slo] AAlEH, cold start AFEke]

TTFAF< TBSE o]gsto] AL o] &+ AdgolA o] TTFAF
ALFALL ZHE A (8), (9)2F et o] 7] 4] TBA/2 W TBS/2 352

AS HIAAZE S e dFelA s 5 Al
& 71571 A% B AR whg et Aol

1=
[e)

olu]
A2

TBA = —24 6
1-AER
——TBS — TBS (7)
1-AER
TTFAF = @ +TBA ®
TTFAF (cold start) = - + TBS ©)

3.3 Performance Comparison of Authentication
Protocols

o]l HoflAl= oAl A3t vl 717 Q15 ZEEZ] NMA

JeE 324800A 9 Ad5 ARE ARESlo] Bl gt 2] Table

J u}z}a]E{ Q1 NN, NA, NNAS}, 7] &
4%] A5 Z|3EQ! TBA, TBSE A gste] Hojaal it |
Chimera®= 835 H|E.9] frame 107 & A& 02 NNAE 8350 H]
Eo|t}. Z} frame& 9 H|E Q] subframe 1, 576 H|E 2] subframe
29} 250 H]E 9] subframe 322 FLAIE o] ¢l&=0]|, Page 82
subframe 3 = 212 H|E.9} Page 92] subframe 3 = 236 H|E~7} ¢l
29 o5 AFEEEE NAL 448 H|Eo|3, NNL 8350 H|E9)
NNAOJ|A] 448 H|E 9] NAE i ZFol 7902 H|Eo|c}

OSNMA: TBAS} TBSE 7z} madsjiof 5131 ot Alslo
we NNAZ} th A Leth Axpagol ofn] Bkels]o] TESLA
o] MAC ¢14HtF 438 =] = hot start 73-%-ol|= 37]¢] MACK &
o] A4¥ MACo] 100t} AZEH g TBAL 10&0|th NN
S 8 H{EQ] PRN_A, 32 H|E 9] Galileo System Time, 8 H|E 2]
counter, 2 H{E 2] NMA Status, 549 H]|E 9] navdata®} 1 H|E 2]
padding®] el 600 H]|E o]l NA= 128 H]|E 9] TESLA key, 12
H] E o] MAC tag®} 16 H]E 9] MAC info®] 321 156 H]Eo|c} wh
2k OSNMAS] hot start®] NNAE 756 H]Eo]t}. ko, cold
start®] 73 Az ] el o 2 AFR K= 8 H|E 9] header,
96 H]E 9] DSMO block} 128 H]E ] Root key7} NN.O.& Z7}g]
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Fig. 9. Block diagram of the BeiDou-ECDSA based on D1 navigation message (Wu et al. 2019).
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Fig. 10. Block diagram of the BeiDou-ECDSA based on D2 navigation message (Wu et al. 2019).
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Table4. AER according to BER.
10° 10” 10° 10° 10"

Chimera 0.0000835 0.0008347 0.0083152 0.0801093 0.5661436
OSNMA 0.0000076 0.0000756 0.0007557 0.0075315 0.0728165
OSNMA (cold) 0.0000150 0.0001500 0.0014989 0.0148881 0.1392985

BeiDou-TESLA 0.0000206 0.0002057 0.0020549 0.0203600 0.1859311
BeiDou-ECDSA (D1) 0.0000085 0.0000851 0.0008506 0.0084739 0.0815835
BeiDou-ECDSA (D2) 0.0000085 0.0000851 0.0008506 0.0084739 0.0815835

messageet G2] 304 HIEQ] MM A ASSIEE NA
= 304 H|Eo|t}. 18 E 2 NNAE 851 H|Eo|11 107]]1e] 144
¢] mainframeo] 30% =9t A4= 22 TBAE= 307} Et}

Table 4= BERS] Hig]o]] wh2 AERS HofErh ol whEw,
7+S BER®] T3] Chimera®] AER®] 7}4F .31 OSNMA®] AER
o] 7F¢ 2F5& SIS = ltk o= Al (9ol it NNAZE 24
2 AER©| #7]7] fj&o|ch T35k NNAZ} -2 DI 7]4} BeiDou-
ECDSAS} D2 7]9F BeiDou-ECDSAS] BERS] e AERL £0]
=g

Table 5= 9]2] AERZ 4] (6)2] TBA9} 4] (7)2] TBSE A4t
slo] A 2gh o, Fig. 112 o] & T2 Ljepd Zo|ct. 4]
(6-7)oll ¥= W, TBAS} TBS= AERO] E4~5 7]Z| il AERO]
A& 2ottt Table 585 F3l NNA W TBAS] gfo] k2



Table 5. TBA and TBS according to BER.
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Table 6. TTFAF according to BER.

10° 107 10° 10° 10* 10° 107 10° 10° 10*
Chimera TBA 180.0150 180.1504 181.5093 195.6754 414.8839 Chimera 270.0150 270.1504 271.5093 285.6754 504.8839
OSNMA TBA 10.0001 10.0008 10.0076 10.0759 10.7854 OSNMA 15.0001 15.0008 15.0076 15.0759 15.7854
OSNMA (cold) TBS 240.0036 240.0360 240.3603 243.6272 278.8423 OSNMA (cold) 360.0036 360.0360 360.3603 363.6272 398.8423
BeiDou-TESLA TBA 150003 150031 150309 153117 184260 BeiDou-TESLA 225003 225031 225309 228117 25.9260

BeiDou-ECDSA (D1) TBA 360.0031 360.0306 360.3065 363.0767 391.9790
BeiDou-ECDSA (D2) TBA 30.0003 30.0026 30.0255 30.2564 32.6649

BeiDou-ECDSA (D1) 540.0031 540.0306 540.3065 543.0767 571.9790
BeiDou-ECDSA (D2) 45.0003 45.0026 45.0255 45.2564  47.6649

400

= OSNMA === BeiDou-TESLA BeiDou-ECDSA (D2)

Chimera e OSNMA (cold) === BeiDou-ECDSA (D1)

Fig. 11. Estimated TBA and TBS according to BER.
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Fig. 12. Estimated TTFAF according to BER.

4. CONCLUSIONS
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