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ABSTRACT

Typical anti-jamming technologies based on array antennas, Space Time Adaptive Process (STAP) & Space Frequency

Adaptive Process (SFAP), are very effective algorithms to perform nulling and beamforming. However, it does not perform

equally well for all types of jamming signals. If the anti-jamming algorithm is not optimized for each signal type, anti-

jamming performance deteriorates and the operation stability of the system become worse by unnecessary computation.

Therefore, jamming classification technique is required to obtain optimal anti-jamming performance. Machine learning,

which has recently been in the spotlight, can be considered to classify jamming signal. In general, performing supervised

learning for classification requires a huge amount of data and new learning for unfamiliar signal. In the case of jamming signal

classification, it is difficult to obtain large amount of data because outdoor jamming signal reception environment is difficult

to configure and the signal type of attacker is unknown. Therefore, this paper proposes few-shot jamming signal classification

technique using meta-learning and transfer-learning to train the model using a small amount of data. A training dataset is

constructed by anti-jamming algorithm input data within the GNSS receiver when jamming signals are applied. For meta-

learning, Model-Agnostic Meta-Learning (MAML) algorithm with a general Convolution Neural Networks (CNN) model is

used, and the same CNN model is used for transfer-learning. They are trained through episodic training using training datasets

on developed our Python-based simulator. The results show both algorithms can be trained with less data and immediately

respond to new signal types. Also, the performances of two algorithms are compared to determine which algorithm is more

suitable for classifying jamming signals.
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Reception Pattern Antenna (CRPA)ES 7|HF2 2 3l Space Time
Adaptive Process (STAP) 7]%¥] (Ward 1994)1} Space Frequency
Adaptive Process (SFAP) 7|®H (Moore 2002)o] @)t} Z+ 7|¥H-&
g AL A4 T Qo Ame] gajol wal 24 A5
7193t 5ol 3A HaElsitt 53] A 415 A o] 7|9El
STAP W SFAP 52 mi-¢ &3] darg]Fol AT B 739

J

A 150 chal SUSIA -S4 A5-S HA Rk woF

K% Galt wgsil HaelEe] ddlee] B oo 2 37}
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AT & hS H5e UL 5 UL B ohet 2
23 AUFS BP0 TN $417] A2T ] BH QA S B
SF &
=T

Al 3ll4]+= Power Spectral Density (PSD) &
Mg 7RO R B Al J]HSo] A9k u} QJtt (Fadaei 2016,

Bazec & Dimc 2018). ©]2]st 7|HEL A|Z}& Q] x}o|7| H&ls}
of 357} ols) WolATh A5 AW g Sf7t 542 2Zo] of
B TS 2ttt B35 oS AR 718 o835 A 7Y
(Gross & Humphreys 2017)% AQt=E|glon 7|ut 2155 xsh
Slof Al o] Zh5sl AR A7) o] 9] e AMESHY] wiiEell A
719] Ad5oll FFFE won A59 AAert E7Hssithe g
A% Btk uN 2 Fulol A A1 A8 & $Is) Spectral

Correlation Function (SCF) @ wavelet coherenceZ 0|85} oj]
3 71t 71 o] Ak vE lrt (Jin et al. 2018). Z12fut SCF 3
wavelet coherenceE ]85+ Al HIRbS 2 &2 Akt 71 4
W 4o Azbolehs tho] EAji) ER B1ZSl] ols) A
o] AHY wuk opje} W Ao] Abe] EAsiol slmE A
& 220 A A5 A Z7HQ theo] ol B &
S Zh=oh ghE 2 QlFA]5o] 7k on] Support Vector
Machines (SVM)z} Convolution Neural Networks (CNN)& A}
8o A% AP 7]¥o] ) W Felollq ke AlekE glch
(Ferre et al. 2019, Lee et al. 2019, Yoo 2020). AlQtH 7Ho| A&
Sk 38 Al ol @2 dlolE vt asie 2L EFIF 71
H 73 2L s AXoF gttt 2 Y 342 A
A5}A] gkom, AlEHoldE o]gste] AT HlolEle A $4l
tolelel 37 Dt F4T 4 glo] g5 dlolEH & &hRs}y] o
Hoh T3 SRA Al ohE 7R} mRVIA 2 2 4150
ok Al o] E7155 o] Exgict
=aollAe lFAlEl ZINetHAME fok 22 7Y E
Hel UL 2L A5l gk wlE Hdo] 7
St 4~ L= Ho] &5 (transfer learning) 2 H|E} 21d (meta-
learning) 7|9 2™ A5 A dueE&E A|¢ect (Pan &
Yang 2010, Finn et al. 2017, Jin et al. 2021). & 7|H-& FAF
J (few-shot learning; FSL)S <5} &k Hhalo g 2.8 oko)
HA A2 Hlolg Mg 583202 shgolr] floto] AHQts
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2. FEW-SHOT LEARNING APPROACH FOR
JAMMING CLASSIFICATION

Aol Al 7142 H40) 452 E257] $ste] Be okl
dloElE WR g Sk w3 WS H e AAE olgsled B
ST A4S REHQ AT WA Lach Tof vls) Ae 4
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t} (Wang et al. 2021). 7| E& o0 2= etHo|Lp A& HT S0
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ol

BA2 Q8] Bk b7 S
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o] k5 (Pan & Yang 2010),
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/ Transfer learning model \
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Input I T
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Fig. 1. The structure of basic transfer learning model.
; Pre-training
: Dataset Generation Estimation loss calculation Optimization
Initial weight - Sample batch of » Get model output —>| calculate loss using loss —> Weight update
' training data using training data set function and labels with gradient descent

Fine-tuning

v

Dataset Generation
Sample batch of tasks

Pre-trained weight

Estimation
Get model with
fixed feature extractor
and new classifier

loss calculation
> calculate loss using loss
function and labels

Optimization
Weight update '
with gradient descent '

Fig. 2. Block diagram of implemented transfer learning model.
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Input
(N-way K-shot)

" Few-shot task

[ Kth] | Kth] [ Kth .}

support i

5 gt Novel Novel Novel H

class 1 class 2 class N '

Novel Novel :

query class ? class ? :
set (1~N) (1~N)

Fig. 3. The structure of basic meta learning model.
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CuiExIesn : Inner loop

HE
MAML loss calculation
A calculate loss using loss P

Estimation function and labels Optimization '

Initial weight Dataset Generation »| Get local model output Local weight update '
. Sample batch of tasks ' . - " : L
1 ' using support set loss calculation & with gradient descent | ! |

X : accumulation i
' N
' calculate & accumulate '
MAML+ | loss based on loss weight

! Meta-update Integration loss calculation Estimation -
trained model ! Weight update with integrate all loss |€«— calculate loss using loss Get local model output
\ gradient descent in the sample batch function and labels using query set

A
A

Fig. 4. Block diagram of implemented meta learning model (MAML).
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Table 1. Meta-training and meta-test dataset of MAML/MAML+ and transfer learning.

FSL model

Dataset
atase MAML/MAML+

Transfer learning

Meta-training o) oW, 2EM/1IMCW, 3EM

1CW, IMCW, 3CW, 3MCW, 1FM, The meta-training dataset of MAML/MAML+ is augmented with
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Table 2. Meta-training and meta-test dataset of MAML/MAML+ and
transfer learning.

FSL model
Dataset "
MAML  MAML+ Transferlearning
Meta-testl  99.97%  99.91% 96.36%
Meta-test2  90.34% 89.67% 83.82%
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