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ABSTRACT

This paper presents a method for detecting faults in data obtained from the Automatic Identification System (AIS) of
surface vessels. The data include latitude, longitude, Speed Over Ground (SOG), and Course Over Ground (COG). We
derive two methods that utilize two models: a constant state model and a derivative augmented model. The constant state
model incorporates noise variables to account for state changes, while the derivative augmented model employs explicit
variables such as first or second derivatives, to model dynamic changes in state. Generally, the derivative augmented model
detects faults more promptly than the constant state model, although it is vulnerable to potentially overlooking faults. The
effectiveness of this method is validated using AIS data collected at a harbor. The results demonstrate that the proposed
approach can automatically detect faults in AIS data, thus offering partial assistance for enhancing navigation safety.
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AZ A5 $istel T4l Aol ek g A&Hom
A 3fjoF Skc} (Perera et al. 2015, Burmeister et al. 2015, Jeong
et al. 2023). 9 ko] gl JRE S5k o Yol A
ulo] A E 2A5l= = HhH & Sk Automatic
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2012, Fournier et al. 2018). AIS:= Aute] )%, & Ta] 11 544
& AR B AutEelA AEsla SAIHE 714, o)
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Fig. 1. Detecting faultin AIS data.
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2. FILTERING—-BASED AIS DATA FAULT

DETECTION

2.1 AIS Data Fault Detection
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2.2 Kalman filtering
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3. MODELS FOR FAULT DETECTION IN
AIS DATA
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3.1 Constant State Model for Fault Detection
3.1.1 Model for fault detection in location data
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3.1.2 Model for fault detection in SOG data
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3.1.3 Model for fault detection in COG data
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3.2 Derivative Augmented Model for Fault Detection
3.2.1 Model for fault detection in location data
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3.2.2 Model for fault detection in SOG data
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3.2.3 Model for fault detection in COG data
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Table 1. Setting simulation parameters.
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4.2 Simulation Results
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5. EXPERIMENTAL RESULTS AND ANALYSIS

5.1 Environment and Conditions for Experiments
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Fig. 2. Simulation-based AlIS data fault detection result for location; (a): constant state model, (b): derivative augmented model.

Fig. 3. Simulation-based AlS data fault detection result for SOG; (a): constant state model, (b): derivative augmented model.
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Fig. 4. Simulation-based AlIS data fault detection result for COG; (a): constant state model, (b): derivative augmented model.

Table 2. AIS receiver specifications.

AIS RECEIVERS
Number of AIS receivers 2 channels
CH-1 CH 87B (161.975 MHz)
CH-2 CH 88B (162.025 MHz)
Channel bandwidth 25kHz
Message format AIS Class A & B messages
Datarate 9,600 bps / per channel
Receive sensitivity -112 dBm @ PER < 20%
POWER SUPPLY
Supply voltage 12/24VDC
Power consumption <1.50 Watt
ENVIRONMENTAL

Operating temperature  -15°C~55°C
Storage temperature -25°C~70°C
Humidity operation 0~95% RH at 40°C
Vibration IEC 60945
Waterproof 1P2X

PHYSICAL DIMENSIONS
Width 128 mm (4.99 inch)
Height 36 mm (1.40 inch)
Depth 88 mm (3.43 inch) (exclude connector)
Weight 210 g (including cable)
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Fig. 5. Detecting faultin AIS data.
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5.2 Experimental Results
5.2.1 Vessel test results
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Table 3. Setting experiment parameters.

P " Constant state model Derivative augmented model
arameter
Location SOG COG Location SOG COG
1 01 00 0
01 0100
1 0 001010 1 0 11
A (0 1) ! ! |o 0010 1| (0 1) (0 1)
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000 0 0 1
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1 ) ) ) o o 1° 0o o0 o0 (22 0) 2’ 0)
Q (0 2) 2 2 00 0o 1 0 o0 0o 1 0o 2
00 0 o0 1 o0
0 0 0o o0 o0 1
>0

~
[=I

42) ¢

Fig. 6. AlS data fault detection result for location; (a): constant state model, (b): derivative augmented model.
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Fig.7. AIS data fault detection result for SOG; (a): constant state model, (b): derivative augmented model.

Fig.8. AlS data fault detection result for SOG; (a): constant state model, (b): derivative augmented model.
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Fig.9. AlIS data fault detection result for COG; (a): constant state model, (b): derivative augmented model.
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Fig.10. Detection of SOG fault for low-acceleration vessels; (a): constant state model, (b): derivative augmented model.
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