JPNT 12(2), 101-111 (2023)
https://doi.org/10.11003/JPNT.2023.12.2.101

Journal of Positioning,
]I) N T Navigation, and Timing

A Spoofing Detection Scheme Based on Elevation Masked-Relative
Received Power in GPS Receivers using Multi-band Array Antenna

Junwoo Jung'’, Hyunhee Won', Sungyeol Park!, Haengik Kang', Seungbok Kwon', Byeongjin Yu?, Seungwoo
Seo?®

'LIG Nex1, Seongnam, Kyeonggi-do 13488, Korea
*Microinfinity Corporation, Daejeon 34012, Korea
3Agency for Defense Development, Daejeon 34602, Korea

ABSTRACT

Many spoofing detection studies have been conducted to cope with the most difficult types of deception among various
disturbances of GPS, such as jamming, spoofing, and meaconing. In this paper, we propose a spoofing detection scheme
based on elevation masked-relative received power between GPS L1 and L2 signals in a system using a multi-band array
antenna. The proposed scheme focuses on enabling spoofing to be normally detected and minimizes the possibility of false
detection in an environment where false alarms may occur due to pattern distortion among elements of an array antenna. The
pattern distortion weakens the GPS signal strength at low elevation. It becomes confusing to detect a spoofing signal based on
the relative power difference between GPS L1 and L2, especially when GPS L2 has weak signal strength. We propose design
parameters for the relative power threshold including beamforming gain, the minimum received power difference between L1
and L2, and the patch antenna gain difference between L1 and L2. In addition, in order to eliminate the weak signal strength
of GPS L2 in the spoofing detection process, we propose a rotation matrix that sets the elevation mask based on platform
coordinates. Array antennas generally do not have high usefulness in commercial areas where receivers are operated alone,
but are considered essential in military areas where GPS receivers are used together with signal processing for beamforming in
the direction of GPS satellites. Through laboratory and live sky tests using the device under test, the proposed scheme with an
elevation mask detects spoofing signals well and reduces the probability of false detection relative to that without the elevation
mask.
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Fig. 1. GPS L1/L2 gain pattern results of a cross—arrayed antenna with
5-element patch antennas.
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2. ANALYSIS BASED ON MULTI-BAND
ARRAY ANTENNA
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Fig. 2. GPS L1/L2 differential power comparison result of GPS L1 beam-formed array antenna in live sky test. (a) array antenna number 1, (b) array antenna
number 2.
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Table 1. Maximum differential power of two GPS L1/L2 array antennas
made by the same specification in various elevation mask conditions.
Elevation mask (deg) 5 10 15 20 25 30

Max. Diff. Power ArrayAnt.No.1 244 234 234 208 204 160
L1-12(dB)  ArrayAnt.No.2 258 258 258 225 225 159
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Fig. 3. Spoofing detection processing flow based on elevation masked-
relative received power in GPS L1/L2 receiver.
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Fig. 4. Laboratory test structure for spoofing detection function
verification of proposed scheme.

A AR S st 71T 25 ofejollA] Eote A2 AT
ool A oke] GPS 4lzof F71d 71tz s <l
6‘ Az

Aalol EAsE 2 AL T olslr] ¢J5H o}L]-_J GPS

GPS L19] 7]qk41 z% 017}0}% 25 2 A} 835)9ch T3t of9)

GPS 415 441 274 AT AIHAZ] 712 % QAR E
8510 GPS 441 1% 831902 v 7t nhaze] 450 nfet
RIS 9 7% %S BASHE AR SasIslct

o} ;E*DP *JEHHVI 7]
A

w2
ot
=
—
S~
>
lo
%
=}
o
a
=}
w2
2
N
- g
)
=>“.i_
rﬂ i
Q
2]
w2
)
[«
(@]
(=]
L
ﬂﬁ
£
E
i
S~
>

235}93c} GPS LI/L2 4=417]9]| 44 JaFH ARz o] Bolw i/_L]x]/
L AMARE Fslo] F7] Qs Ao FA]7] (control display
unit, CDU)of| AJSHH 2 o] SWE BFxjigle] 100 Hze] RS422 A|
2| dlolEE E3 FUste] Fict E=5F GPS LI/L2 41719
7]“*’** 9 e RS 23] sl AloimAl 7ol Y14

HEA] SWE Halislo] 1 Hzo] RS422 A1 Hlo|ElE §3

%qa | itk GPS LUL2 4417]] 7R Althal7] 712
& UWYFL A7) 9150 GPS ALBEolElell A 7k SEIA
302 AFolofl 1313k 717k GPS $14 /He} 917} 305 ool $1%]
3 719k GPS 914 17Ho) GPS Livk L2 7 AhAl 712 QAR ol
©% Aska hE GPS LIL2 S JAIX ole] Arhal7]
2 TS slo] Al Qlrsieich BNBARA) A H2k
A} 7o) SUSHES BHPHRY SW| Z/u]7/25 BE
Az

=2 Agstel Fostalth Al A% A]Z*Oﬂxi 7t 5ol A
30% Atolof| $1x]%F 7|9t GPS 9)4d 2] A
79 E 2 AZER &1, tjrFoz A
9123} 7|9k GPS9] Qo] bzt upAz
A5 2 AZE o] s AbLslA] O 2

£ ofzt mpAT R Q5]
175F 47t 305 o] 4]
ol&tol7] wiEef 7|k
_]

AL 27) A4 270

Aus

http://www.ipnt.or.kr



106 JPNT 12(2), 101-111 (2023)

80 —5
®  GPS Sv#7 L1/L2 CNR(dot:L1 Jine:L2)
70 - ®  GPS Sv#8 L1/L2 CNR(dot:L1 line:L2) | | 4.5
Spoofing Detection Count Sv#7T
Spoofing Detection Count Sv#8 14
60 -
PRV AN R At A
50 -
¥ )
o =
St 125 €
e 2
O g A A At R r o2z ©
115
20
1
10 5
0 . — 0
0 50 100 150
Time (sec)
(@)

100

~— SV#T Elevation
90 | ——— sV#8 Elevation | |
—— INS Roll

80

10
60 [ ‘

40

(deg)

30

20

10 |

0 50 100 150
Time (sec)

(b)

Fig. 5. Laboratory test result of spoofing detection function verification with proposed scheme. (a) GPS L1/L2 CNRs and spoofing detection count of satellite
vehicles 7 and 8, (b) platform coordinate elevations of satellite vehicles 7 and 8 with INS roll.
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