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ABSTRACT

Global Navigation Satellite System (GNSS) spoofing attacks usually rely on elevated signal power. As a result, the Carrier-
to-Noise Density Ratio (C/NO0) is a useful indicator for detection. In stationary GNSS receivers such as reference stations,
receiver-velocity information cannot be used to verify signal authenticity, and detection thus relies primarily on signal quality
indicators such as the received C/N0O. Conventional C/NO detection methods using a C/N0 value have limitations because
C/NO can vary due to environmental factors even under nominal conditions. Furthermore, spoofing-induced variations
may not be clearly distinguishable or may be masked by interference such as jamming, leading to false alarms. To address
these limitations, this study proposes a C/N0-based spoofing detection method that considers the ionospheric scintillation
characteristics of the Korean Peninsula. Scintillation-induced C/NO attenuation is modeled for the nominal (HO) state using a
formulation of Tracking Error Variance at Output of Phase-Locked Loop (PLL) for L1 Global Positioning System (GPS), while
spoofing conditions (H1) are represented using power advantages of {+3, +6, +9 dB} and a 0.25-chip code delay. A time-series
detection statistic is constructed by estimating C/NO every 1 ms and applying a sliding-window ¥* metric with an adaptive
threshold to mitigate C/NO fluctuations caused by ionospheric scintillation. Simulation results show that the proposed method
achieves an Area Under the ROC Curve (AUC) greater than 0.9 for all Pseudo-Random Noise (PRN) codes, thus confirming
clear separability between HO and H1. These findings demonstrate that the proposed approach provides an effective means of
detecting C/N0-based spoofing for stationary GNSS reference stations in mid-latitude ionospheric scintillation environments
such as the Korean Peninsula.
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1. N2 L olEdos YA AERT AH SF ool B AYgow

A5 & FE8lok 5t, 1 A} $417]014 TS5 =& Carrier-

Global Navigation Satellite System (GNSS) A3FEsY T AL to-Noise density ratio (C/N0)7} Ar&s35l= Zo] A olch

A o AustEy Qlon], E3] 1143 (sophisticated) A3FEH (Humphreys et al. 2008) 1% ¢]2]oflA] GNSS Al 5 Z7|7F
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A9l 4 A2 2= C/NOE & 4= Qlch
C/NO 719t 18 EUE Y €] B4 FolAs Tath Auto
Gain Control (AGC) ZF ¥ig}iL} C/NO Higlsfto 2 = o]
22 P o8 W] ofdche W A4S o] 2 s}
7] $15ted AGC Higleat C/NO WiskEfS 3 53], o] &<
s} A9 dlolel 2] 4T 2744 AAE Sl 7
O AmT EL o HEsls ‘2] Ay gyEgE (RPM)”
l‘ﬂol A3kt (Lo et al. 2021). & ohE 2|2 oA, AF
o] C/NO HE}E §23 4 9loL), 1 s} Fedo] LA
don, A 5o 7ol A& 7 L& (false alarm)®] 7h5/3
o] QltP’ 1 FAFs193t} (Liu et al. 2024).
o2t THAIE FESH7] fl8ll o] dAellxe $F EAL
2 3hte 7o) Mel% Agelold B3¢ 1ejsted, Global
Positioning System (GPS) ¥F2&i}o]] o5l Phase-Locked Loop
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AFsHHO0) B dof vtodsta, sl 2 &-8 127]¢] Pseudo-Random
Noise (PRN)& TZH“o s S0l o= Aozt 71
SlolT. EE AFg AHHDOIA L B4 Aol 18 S4]
e g 4 gl Algefo 13% Rlelsli 441717 24 5 4749

Al
PRNE EA}s}to] o] PRNZ} HO 4 ﬂoﬂ A9 4157} A S0l
AR H AR 7Pgsa A5 S Ragsi of F A
315 3+85lo] 441 Intermediate Frequency (IF) 2415 R Elo]| A

=

C/NO 7]l 754@.3—1 FEFE X UAY ZEEQIES AX| AL
F27) o] F C/NO 43S EEslo] ©xoll &&3]9itt.
olu C/NO & Zre] HO thH] Hl H]Z4! EAJ-S Cumulative
Distribution Function (CDF)& #Als}11, o]& o]-&35}o] C/N02]
A &4 B4 AR 4 1R E A L T AER A
A 719k &2 #hH S Ajkekct. AjkE &7 & 7t 34 F<
PRN ¥ 2 A3 L7t 59t2] C/NO A= sliding windowZ A
slol A4 Aejel Baah B 2451, 012 Athe 17}
AN E TR ol 7k AAX), B,
& ALelel G 2aiol] <0 5oz A
Het g2 AlEgold 0~349z7/}11h HO A}
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B3517] W&o, 415 C/NO7F AAL Al dijb] A2 o2
oJulshA| sttt A& 7eksled (Wesson et al. 2018), A&
7 A150] Aol 5o] +3, +6, +9 dBSI AFHS 7Y sIQITh
Al A1 Ao A 9] C/NO AL v A eFgAolt} =3

291 PRN©] Line-Of-Sight (LOS) A}ejo]m C/NOE- 35 [dB-Hz]
REIoR 7P 4= glong (Wieser 2006), o] Aol A= B
I 35 dB-Hz 2Z& FAH0 2 22 H5& 7ok 715K
a1, o] Hoofl §143519ith

A EJYo]A A3} ZE PRNoJA] Area Under the ROC Curve
(AUC) 7Po1 09 o] hS W] HO AMSka} HI 7he] S48k Bav)
ISR E T 4 S-S FRIsISIch
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e SR AFstel, HAlole A/melE Rt Y
ol Y W 2 s} vk (TU-R 2025). Tt EfoFaE
el 23 A1 Aol 910 %9} A
A

o]s}2] GNSS *‘E—J =, -44:": ~°ﬂ 7*? 037%% b x|t
(ITU-R 2025), o] AA-= C/NO 7|8 X & th2 a2 Algd|o]
A Y A] GNSS 415 20] oJ kg Asloinh 115 Ad
ol §, ARE FFslE §, 7|E o2 o9 <03, 85 0.3-
0.6, 73t >0.60.2 B==} (ITU-R 2025). A= AlEgolAd

o] GPS 4 Satellite-Based Augmentation System (SBAS) 7}-8-4J
of ulX| &= §3Fe] BdlY A5 wEH GPS yhgato] sl PLL
EYof|Me] 24 o4} HAab o] AAH & sE £+A41& o]85
H Aol A] C/NO7E S, A 52 7] 0 8 gupt sledsh=x] ol
gk A4S Egs. (1, 2)&F 2ol 53 4= Ut (Conker et al.
2000). A Ado]d &2 A] &4 A2 Eq. (D2 2ok =3

=

Aol o] §l& Al A Al2 Eq. ()<} 2t
B [1' 1 ]
2 = ™ 2n(C/NO) 4 _cya(1-255(LD) (1)
or (C/NO)L1-c/a(1-S5(L1))
B 1
L 1 2
9, = (C/NO) - C/A[ + Zn(C/NOJLl_C/A] )

47|14 B, 3%} PLLO| @5 i H0 2 sigA|o A= 10 Hzo]
ot (C/NO)y- o= 7HET O EH e dEH o) Ay e g 10" Mot
Zro] ZHECH = AX|AE A 7o 2 A o0]& PLL 18 #o
o] Foixf 17]4d GPS 41& 7]%& 20 ms2 A4 = it
EQF S,(L)E 0707 otz A= Jlet, ol Bl EE =
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AR ek 4 gick

1+2ny(;52) 1+2m’1eff
By =B, (3)

y(1-53) Yeff

o174 B, AHHRE]o] §101A1 3 #4 2 PRNO| LOS Aol
35 [dB-Hz] o]A&}o 2 7148k & %ggg (Wieser 2006), 2ny>1
O|aL 2ny, 7> 10| B2 Eq. (3)2 Eq. (4} Zro] A 71551t
1 1
y(1-S3) = Yeff )
o714 P~ 110 PAR vepd 4 glonf ol AldEelA
EA) Al AgelolAo] gl Al e (CNO kol Suht skt
ShzAlo]l tiigt 2| 3Eo] Eq. (5)9} o] F 7H5ict,

AC/NO = 10logo(1 — §3) (5)

o714 ACINOE AlgElod £ A2} 1ol o] ¢ A C/
NO Zke] zfolo]n ole] TA 10 log,(1-5)2k Ze] log scale
ek 4 5ick o] el o] a0N0Z 1% ofo il
sfo] 41 IF 415 melo] Wga1odat ool Tk & m(0) = (-
i %sziuk ageolde BE %Xl Held 4= 23] A%
8l 01~1 Hz 272 A% 3lc} (ITU-R 2025). o] ¢3 Lo A= &jo}
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o] é% AFE-E HI AeiEta 78 5kat HO ‘3—! H1 *J%Ml
27 g 5|
Eq. (6)2} QO] Gtk r(e
20] 47)¢] PRN /H\:I_L_]_ 872] H]=2 PR
o] A= A GPS L1 C/A 9143 2] AZAE C(t-1,)= i) GPS
214 1,2] chip A& 7}R]= GPS L1 C/A2] PRN Al 20|
O A Af, QB A GPS L1 C/A A15.9] zho] Wkda} 9 2}
J&ol DO+ A GPS L1 C/A $1/d9] 20 ms 7+ y|H]|Ao]
A dlo]g] HIE AZEolt} n()e Fato] 091 WA 7Ee-A19t &
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Y &2 Aol A3 A FAAH R AZHrE dB A=
A 98 7= Al AU 2.8 Wol ZiHstaL Qo g o]
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49} wAA] GPS L1 C/A $lAje] A3 215 0] AZAE Cf (-
7,-At) = AFE7E BARSHuHA] GPS L1 C/A 9JAl 9] Ar, WHE2)
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ghEat 0 X} Adiolm n()e ol 091 WA ZR-AIQE Fh-go]
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(Kaplan & Hegarty 2006). ©]S 7|Ut0 2 o] ¢1Lof|A] = o] & 7]
Hto 2 913} Finite Impluse Response (FIR) #]23 £ 7} H €] (Causal
FIR LPF), #+A]91 EAk(group-delay compensation), T] A&
AGC, 2-bit 9F2}5}, Downsampling <~A1 2 2@ s19ITh
AR R, Q17 FIR A& FITE &= Xb4 N=101, th = 2.8
MHZZ AASle] G4 Faka 2 ohel of 2HeS oRlsidon
(Tsui 2005), A AF FIR ZE] 2] A1 BHARS (N-1)/2 = 50 A
Zo) Aol AL 4as}0] A% B BAES Bkt
SR, TAE AGCE 441 4159 F2lo] HelZ 419
ol $417] ieol= B0 ARk weh W m, AGCE ol

N

HEE AAlsto] 437] YY Root mean Square (RMS)E ¢HY
o2 {ATH (Tsui 2005). o] Ao Mk o]t 7l5& +7
S}7] ¥J5}e] target RMS = 0.7, adaptive step = 0.012 A& 5}o] 1
ms 5% W2 RMSE &£435]19t} o] 7|¥te 2 01~ 0.3 s 0]
ol S RMSE 435He 2uet Alof £ 71lck. o] 4
Al A5 A kgl 23k SHol A stEglel Taet 5

S EA1-& zH=t} (Tsui 2005).
HHAZ, 2-bit FABH= TF A1 52 AH|E(1-3 bit) 2 PR3t
g 415 2 {3} o] Zh2 X7 I 418 GNSS
YA T+
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glor] s EEAE AR AH] (-3 b)) FxI3h

upz|o 2 Downsamphng2 GPS L1 C/A2] %€ 1023 MHz
et al. 2022)& 7|02 7+ Ao} 4 E LR (~4.092

MH2)E ZI== A7) 48 29 ES ZH—_rL’HOP# Py ol
ol ol AFty] AZE Lz Ox|g ZTEETA] dub o
L ulA]o]nd (Kaplan & Hegarty 2006) o] Ao A=

*wﬂl MEZLYEL 4092 MHZzE 44 519Th.

3. C/NO 7|4t x| 13| E

3.1 &4217| 0| SNR 3

in

AES AR 71N 45
He A4S A Eq. (8) 7
7= A7) HRAA F4
O A5 L7l A /Kl-_q—ﬂ-
z, (k, A& £85I, o714 Are A={0, +2.0, +2.512 F o=
] 3714 Ar={0} Y o z,,(k)=z,(k0)Z 25} o} z,,(k) =
Prompt tap g <]gtc}. Prompt tapef| A1) W& P, (k)=lz,, k)|’
2 AFES 4 @t} (Tsui 2005, Kaplan & Hegarty 2006). Ar={+
2.0,+2.5}d off 4 31 PRNI} /o] A €] 00] &= Off-
Prompt tap© & A &J5laL z,,,(k)=z,(k,AT)E ol5}n] o]uf £,
(kAT = ny (kADE T 4> it ©17]A] Off-Prompt tapo]]
Ao} A 2 21 ABE P = 1Ty kPR o 4
@It} (Tsui 2005, Kaplan & Hegarty 2006). ¢17| 4] c={1,2,3,4} &
O z,5(k,c) e ¢ SAHE z,5,(k,=2.5), 2,5,(k,=2.0), z,5,(k,+2.0),
zgdk,F2.5)0|th 01714 T, 1 mso|il KT, ~(K+)T,,2 KH#
PRN & E7to]ch,
()= HO E= Hl Aol A 2417] ZREEE 7

71l Y == 54 GNSS 414l S o]t D)+ 20
YHEAlolAd dlole HIER, B4 A7 dETolA=
BAE S5l goiE 024 v E e o A4
9 235 AARY. Cut-1,-An)= ZHA| A1 1,& 71X

7] W& FE AgAd71o A A== HlE&27) PRN ZEo
T o2 o] L) Al GIARS Zalistt) e (-2nf u = r(t)
o] b0} Wk} 23} ARE A7SH] 918 4171014 R e
2 A vt e Z e} A Rolet,
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™ Prompt tapefAe] AH& P, (k) =P, (k)+ P, (k)O 2 A o5t

4 9le}. o] Ag o] g3to] A o) F SNRE 2T 4 e,

oju] SNR& Eq. (9)¢} o] Lreld 4= )t} (Tsui 2005, Kaplan &
Hegarty 2006).

P, k
SNRpostu (k) = 720 ~ 1 ©)

2, Py = 2 kAP 013, 91714 2,0, k0) =1y, (AT
Biko] 091 WA 79 AIQ 4he A Eolck. o17]4] ~13He 7} PRN
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Fig.1. PRN 1 HO/H1 CDF.

Fig.2. PRN2HO0/H1 CDF.

Fig.3. PRN3HO/H1 CDF.

Fig.4. PRN4HO/H1 CDF.
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oA SNR 374 Al, £41719] E3h5 Sl 7Idske Htel 03

>

Y 719 X9k 18- AABIL SNRE F43hek,
3.2 SNROJIA] C/NO =3

/KO]-_' 7] ©]% SNR gt} HEF7HI T, =1 ms ol g5l =
<21 PRN ug] C/N09| $4 3]+ Eq. (10)2} 7kt (Tsui 2005,
Kaplan & Hegarty 2006).
-1)) (o

(CTN0), () [dB — Hz] = 10 log ;- (7222

Tint \Poffu(k)

o|FA onl (C/NO)u(k) [dB-Hz]= C/NO 7]Ht BFx] 7] LA
g 2] gya|Fo] Hgo] AT whx|of 231} Figs. 1-4
= A7) ol ? J %l 22 thAr PRN1,2,3,49] (C/NO)u(k) [dB-

Hz]¢] CDFoltt. 3l EaoA & 4= Q1% HO/MHI 7F =3 o]Fo]
I &3] o = {+9} dBoJlA]= & PRNO| HO thH| L &0
2 o]F& o] HO thH] HlFA 4o FEix Wkt 22 7Hs
A& selskeich HO 2 H19] Duration& B5F 60020 2 AJAIE

31 (C/NO)u(k) [dB-Hzli= 7+ PRNFE R 35 [dB-Hz] F-oll A A
FoA Bdgsloitt

3.3 C/NO 7|2t &I X]7]| 18

2470 & & S HO L S8 wgsiel £3434)
PRN 4 CNO 24 S1te s ¢ EARE Holokn
8o g 2w
AR B E ?HME]U%, o REE TAROR FTREE

TEThaL 7HgshaL ofof whet g ahe b= Eq. ()3 Zot

r(k,u) — (C’/—N\O);SET)‘)_ﬂu(T) (11)
o171 1k% PRN2| (C/NO)u(k) [dB-Hz] 2% %7191 1 ms <]
oln} T ZF PRNQ] YA 6,(T), Fat (1), &4k 0,(T)2] 7841

=001 1s EH o}, 3 u=1,2,3.4= PRN olg] Aot} €2 7]
© 271 1027 Hat 9 A 342 flste] 10 o)Ak 7tellA
HO £74¢1-& 71 slgith &4 sliding window F7]& &2]7] &
A & AA T,=20 msZ AFF5191 00 o] 20712] (C/NO)
u(k) [dB-Hz] A1 2-& 2Ju]gtet. ZF PRNE A T2 5 919 A

9 PRN 48] ¥ EA13E FA5II I o]& Eq. 12)9} AT
Tu(K) = Scktymert Tk (12)
ol EAE TAste] o 1 msultt sliding window
(T, =20 ms)Z T,()E AF&3I} o 7| T(h= AHSE v < T,.2
5% ¥ BEEL()E TECE HI AR HISA ¥ EZ2(p))E
TAE T, o714 Me AT HY o5 W IS 4 Rl 9
8l 2R = vlF4 Egolth o8 SE-2 Eq. (13)3} o] 74
E=t (Tu et al. 2018), 17|14 YAX] 6,(T)= ZF PRNYEH YAA]
o] o] AR = F3x& 2 &E Poll thSstes A= o]
34 9 A 27] 2 A T FelA 2] dAIRE
Eiz=

£
o

N
ox

J
=2

P(Tu(k) > 0,(T)|Hy) = Pfa (13)

o714 1% 0.47417‘4% AMEE 7S Agdgoldolu B &
o2 Qlsf & : o
sliding wmdow Y4 7H YAXE M AR Ao
th 71 AAIR] B2 oA E 2T 102 S 12 TR U
%8z 01**01 2] 9157} 7, o]5lYd 749, 4 ¢ PRN u
Quiet AJef &2 7FF31a1 o] Quiet e A £HTHIT K 22 F
(1-P,) #4145 JARXR HH5I o|= Eq. (4)2} Tt

6,(T) = Quantile,_p,, ({T,() : ke Q) (14)

o714 Q& PRN uo] Quiet Ae] R gto|t}. 7,5 347 Quiet AFE]
o) B2 W1 239) 90% 29159} 3P, 5 2 7S FRE F31 A
A=y Yo ¢ 2 A} s L Eq. (15)2) 2t

o_|>1n

‘L'L(LO) (T) = max(Quantile(r,, 0.90),3P¢,) — 7,(T)

= (1= 77 (T— 1) + (D) (15)

AL

0471*1 y% ey AlFolal o] Apofas 24 IS A%
Folck r 217 3002 §H) 125H] B BIE o]tk
r= DH 1 sttt sliding window (300 s)& B3l y, 5 78415k

4. \|S0|M Zin} L MsEM

9 MsEA
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Fig.5. ROC curve and AUC per PRN.

Table 1. PRN-wise AUC comparison between the proposed C/NO-based detector and the RPM-based reference method (LDA) under spoofing power

advantages (a =+3, +6, +9 dB).

C/NObased RPM-based reference C/NObased RPM-based reference C/NObased RPM-based reference

PRN No. method method (LDA) method method (LDA) method method (LDA)
« a=+3dB a=+3dB a=+6dB a=+6dB a=+9dB a=+9dB
PRN1 0.90902 0.84931 0.98093 0.92027 0.99706 0.96714
PRN2 0.94821 0.88057 0.99135 0.94157 0.99917 0.9773
PRN3 0.95282 0.87935 0.99258 0.9399 0.9993 0.97641
PRN4 0.93908 0.86134 0.9907 0.9278 0.99892 0.97059
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