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ABSTRACT

The wide-area differential regional navigation satellite system (WAD-RNSS) integrates wide-area differential navigation
technology with a regional navigation satellite system (RNSS) to provide navigation and correction signals as a unified service.
The WAD-RNSS ground segment, which consists of reference stations, a master control station, and ground antennas, is in
charge of generating information for navigation and correction signals. To ensure system stability, it is necessary to implement
a security architecture to protect against threats. This paper presents a method to apply a security architecture to the WAD-
RNSS ground segment.

Keywords: WAD—RNSS, ground segment, security architecture, network security
2011 FAEA7EE A QAT AGAL", Bl op7|E A, Y EHS Het

1. M2 2. HOot Op7|8IX 712

Wide-area differential regional navigation satellite system HQl o} 7[Ell X o] 5&Lo A|AHIY gt FAA, 7184, 7]
(WAD-RNSS)+= 7] RNSS A|AH]o] FA B 7| &S HE UAE BAslo] HHAd & &85l Aoltt. International
Sto] At BSAIEH Y RYHRE XS YA & Telecommunications Union (ITU)oJAlE Het o}7]Ex] LS
H Az HAY A28 oA ST =M ARgAIA & o A A% AL FAQITU-T X.8055 "SI slT 4= A&
95} 912 HRE A3 4 9ot (Kim et al. 2021, 2023). WAD- El Fig. 13} Z+o] ITU-T X.805% thAF AJAEIS S8 AfH]A, 9l
RNSS A AR 2 ARGALNA] Al 55 = WA= HAY% _E} Zﬂ?ii ot 7 ASERE ARSAL Alof, Bl HH

HE s 1Rt A 7l5S 99 skEE (Kim et al. 2023),

Foto] 2148 U] Hopdah ol Rz Rele] 34T} ¢]

QF4] Shas} BAHoIch B Ol WAD-RNSS QAL HEENE SIS B chhel HobdulAg 480 o
B9 QPgA SRS SR Hokol e A g PHES AN EHL ARNS QPARE A5 AlAue] e e
2} gkt ERSIEE 519t} (ITU 2003).

WAD-RNSS A|ARA] 2510 T3k Bk ob7]E12] 242 SIsiA
Received Feb 13, 2026 Revised Feb 25, 2026 Accepted Mar 06, 2026 fCorresponding Author E-mail: donguk319@add.re.kr

Creative Commons Attribution Non-Commercial License (https://creativecommons.org/licenses/by-nc/4.0/)
which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the
original work is properly cited.

Copyright © The Institute of Positioning, Navigation, and Timing http://www.ipnt.or.kr Print ISSN: 2288-8187 Online ISSN: 2289-0866


https://orcid.org/0009-0000-8632-1267
https://orcid.org/0000-0002-3642-2323
https://orcid.org/0009-0004-7791-8036
https://orcid.org/0009-0001-6318-9811
https://orcid.org/0000-0002-3475-4404
https://orcid.org/0009-0001-3632-2111
https://orcid.org/0000-0001-9151-4434

130 JPNT 15(1), 129-136 (2026)

Fig. 1. Applying security dimensions to security layers & planes (ITU 2003).

Fig. 2. Security architecture in a tabular form (ITU 2003).

Fig. 3. The construction of ground segment in WAD-RNSS.
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Fig. 4. The classification of functional behaviors of assets & related threats in WAD-RNSS ground segment.

Table 1. The classification of attack types and analysis into WAD-RNSS (case: infrastructure layer, control plane).

Module 2: Infrastructure layer, control plane

Vulnerabilities and threats

Attack types

[External malicious traffic intrusion]

DlStl’lb-u.t ton - Malware: Malware is malicious software designed to infect systems (e.g., Viruses, worms, Trojan Horse, etc.)
of malicious s . . R L . . . . .
- Phishing: Phishing is malicious software designed to steal critical data (or information) via e-mail or web site.
packets e . .
- DDoS: Distributed Denial of Service attack
(External) e
[Packet sniffing]

Unauthor- . ) - . . )
. - ARP spoofing attack: ARP spoofing allows a malicious person to intercept packet, modify the traffic, or prevent
ized access . -

Unauthorized network traffic.

M&C - Wi-Fi packet sniffing: Wi-Fi packet sniffing is the attack intercepting and analyzing data packets over a wireless
network
- In general, attackers take advantage of unencrypted Wi-Fi networks.
. [False positive or negative alarm attack]

(Internal? Crltilclzlftdata - False positive attack: Leads to alert fatigue into the system.
Unauthorized - False negative attack: Indicates weak or misconfigured security controls.
operator/ [DDoS]
te;rntll;il"dce gg;‘g?&k - Volumetric attacks (e.g., UDP flooding, ICMP flooding)
grot:)col ’ & - Protocol attacks (e.g., SYN flooding, HTTP flooding)
access Unauthorized Refer to attack type column “Packet sniffing” attack

M&C
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Table 2. Example of implementing the security architecture for WAD-RNSS (case: infrastructure layer, control plane) (Lee et al. 2025).

Module 2: Infrastructure layer, control plane

Security

X . Security objectives
dimension ty obj

Security activities

Ensure that only authorized personnel or devices are
allowed to perform administrative or management
activities on the network device or communications
link.

Access control

Only authorized personnel are allowed to access the network device and stor-
age via Identification (ID) and PassWord (PW).

NAC can provide the function preventing unauthorized IP address or MAC ad-
dress from accessing network devices.

Verify the identity of the person or device perform-
ing the administrative or management activities on

Authentication network device or communication link.

When accessing the control terminal for performing administrative or manage-
ment activities, only authorized personnel are allowed while checking the ID
and PW.

When PW is stored, it must be encrypted using SHA-256 (one-way hash func-
tion) and TLS is used when transmitting.

Provide a record identifying the individual or device
that performed each administrative or management
activity on the network device or communications

Log and daily backup below items for tracking responsibility when security ac-
cident is occurred.
- account access behavior: log-in success/failure, log-out

Non link and the action that was performed. - history of changing or configuring information for account
repudiation This record can be used as proof of the originator of - history of access denial: access ID/IP, the reason of denial and date of access
the administrative or management activity. The record of log must be stored into independent offline storage and retained
for two years.
* Storage access must be allowed only authorized personnel.
Protect the configuration information of network de-  Only authorized personnel or devices are allowed to access the network device
vices and communications links against unauthorized and storage via ID and PW.
Data modification, deletion, creation, and replication. In case of transmitting the information over Wide Area Network (WAN), it must
. . ... This protection applies to configuration information  be encrypted at each level according to the importance.
confidentiality . . X o
resident in the network device or communications
link, as well as configuration information that is in
transit or stored in offline systems.
In the case of remote management of a network Prevent unauthorized IP address, MAC address, port, service protocol via NAC.
device or communications link, ensure that the man- Security vulnerabilities such as well-known port, service and protocol are
Communication agement informaFion only flows bt.etween the remqte blocked in. principle, but can be used with administrator approval when neces-
security management stations and the devices or communica- sary (In this case, related history must be recorded or stored).
tions links that are being managed.
The management information is not diverted or inter-
cepted as it flows between these endpoints.
Protect the configuration information of network Only authorized personnel or devices are allowed to access the network device
devices and communications links against unauthor- and storage via ID and PW.
ized modification, deletion, creation, and replication.
Dataintegrity — This protection applies to configuration information
resident in the network device or communications
link, as well as configuration information that is in
transit or stored in offline systems.
[LAN]
Ensure that the ability to manage the network device Unauthorized IP address or MAC address, port, services and protocols must be
or communications link by authorized personnel or  prevented from accessing network devices.
devices cannot be denied. This includes protection In principle, port, service and protocol know to be vulnerable must be blocked
Availability against active attacks such as Denial of Service (DoS) but can be used with administrator approval when necessary.
attacks as well as protection against passive attacks  (In this case, related history must be recorded or stored.)
such as the modification or deletion of the adminis-  [WAN]
trative authentication information. Unauthorized external access and harmful packets are prevented via UTM.
It is necessary to provide Monitoring function for UTM blocking history.
Ensure that information that can be used to identify ~ The information of network devices, servers, terminals and protocol for system
the network device or communications link is not are documented and systematically managed.
Privacy available to unauthorized personnel or devices. Ex-  Also, only authorized personnel is allowed to access information.
amples of this type of information include a network
device's IP address or DNS domain name.
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Fig. 5. The classification of functional behaviors of assets in WAD-RNSS ground segment.
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