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ABSTRACT

With recent advances in location-based services, satellite navigation systems that guarantee high precision and high integrity

have become increasingly important. The Japanese Quasi-Zenith Satellite System (QZSS) provides the Centimeter-Level
Augmentation Service (CLAS) via the L6 signal. However, unlike standard QZSS navigation messages such as LNAV and CNAYV,
CLAS augmentation messages currently lack an authentication mechanism and are consequently vulnerable to spoofing

attacks. Furthermore, since CLAS is already an operational service, incorporating authentication by modifying the existing

message specification is not possible. To address this issue, in 2024 Jeon et al. proposed an authentication method that uses the

reserved field in the navigation messages of the L62 signal. However, this method requires significant Time To Authentication
(TTA) to deal with multiple fragments of an Elliptic Curve Digital Signature Algorithm (ECDSA) signature transmitted over
multiple frames. In this paper, we propose a novel authentication protocol to mitigate this issue. The proposed protocol
exploits the property of the ECDSA signature pair (r, s), where the r component can be generated independently of the message
content. By transmitting r concurrently with the data, the receiver can initiate signature verification earlier. Analytical results
demonstrate that the proposed protocol reduces TTA by up to 25% compared to the previous method. Experimental results on
both a PC and a Raspberry Pi confirm that the computational overhead of the proposed scheme is negligible.
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25 FAE 4= U} o]igh ¥l -85 sl o3 1A &
A AEOA 94 Al S o] tSh Q15 (authentication) A A S =
A3k Qlck $14] A5 Q158 H g AlZo wal g g4t F=
0

01 =(Spreading Code Authentication, SCA)x} & HA[A] Q1=
(Navigation Message Authentication, NMA)<. —TL—E,‘—%" 4= Qlc}
SCA+= 8H4F A E(spreading code) 2] = 2.

(marker) 5-& o] &sl| 415 W FE #5—01] A
= Ao, NMA= & HiA| o]l /15 H B E ZH3ste] 41

A7 uAlA o] SR T B S SRS sh uhlolnt.

A NMAS] - BhAle A M2k 7|9k} Timed
Efficient Stream Loss-tolerant Authentication (TESLA) (Perrig
etal. 2000) TRET 7|uko @ LREC) 7 F ARAE 7]uke]
NMA HMlojl&= 2 Elliptic Curve Digital Signature Algorithm
(ECDSA)7} AFg-=EIt) o] & E91, Global Positioning System
(GPS)<] Chips-Message Robust Authentication (Chimera) (Air
Force Research Laboratory 2024a) 3 o] Quasi-Zenith
Satellite System (QZSS)©] Quasi-Zenith Satellite Navigation
Message Authentication (QZNMA) (Cabinet Office 2024)o]|A]
+ ECDSA HAZRAY 718k NMA ¥A]o] HAJ=o] glom, Wu
et al. (2019)0]|A4]= BeiDou?] 3HH mA]x]¢f| TSt ECDSA 7|9k
NMA HHH & A|Qbs3itt

Ut - Galileo2] Open Service Navigation Message
Authentication (OSNMA)o]A]= TESLA 7]4te] NMAE A2
&} (Galileo ICD 2023), GPS Chimera?] 23} 1#+2<1 TESLA
Chimerao]|A] = GPS &} m|A|x]o]] tfst TESLA 7|8 NMAE
A A5t} (Air Force Research Laboratory 2024b).

Wu et al. (2020)0]|4]% BeiDou & t|A]z]¢f] st TESLA
15F 15 ¥ & AIkslgich ohek, TESLA Z7]8F NMAoA & Q]
=& 5t sA] A2l (hash chain)e] FE 7|(root key) AZES £
&l] ECDSA AAA & AFL-5H}

_Ax—l %Hﬂ /\]/\Eﬂg 7]51_1-101 5_?,] A—]H]/\ 9401]1: pq el Sy
AFS 93t A (augmentation) AB|AE Al-ZS 4 ok o &
Eo] Galileox= High Accuracy Service (HAS)E E3]] 1AW =
& A% 2 ARE AlFsh (Galileo ICD 2022), QZSS<]
Centimeter-Level Augmentation Service (CLAS)ol|A]&= L6 th<d
o L62 1155 o) AlElulE] 42 HUE AL 915 B4 4
B E #55k} (Cabinet Office 2025).

| QZSSE LNAVLF CNAV = 7|2 3FH Al 5o

AR 1% THE M gstel AT B et
zkz 11 9l o} (Cabinet Office 2024), 73 H B A
& CLAS Al Sofl= HE 9] HiA]=] Q15 7]50] HL5 =] ¢o}
MY Herd o] 3ttt 53] CLASE o|m] A& AfH|ATE X
9 AaglolBng 7]E dxetelo] 53MYE RAI5H] flsha
= WA F4& WA AR Q15 dlolEl & 7= 1
A1) o] ARk

]9} 72 Aok AFSHS 1185}0], Jeon et al. (2024)0)| 4] L62
A5 WA A 9] ofjH] &dod(reserved field)E ¢l 001] a5l df
¢hS AAlskITh s At Zef|Y W A Adol 29T 4
Q= H|E F7to] uf& A|gt=E]o] Q&= /Ro]-_%]-.g 7}24 &lo], ECDSA
ARG & o] o] A4 £
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ofch. it o WAL ANzro e WESH BA Hlolee] 5
A3 9 g2 mle] AXRE 4 gtk DA% Wk &, Held
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B W A% B A A4k £abHQl B Ado] WYE olof
St AR $41 Al AR RE A 44 97 AE7E

Z] 9] Q1= 2] A]7Fel Time To Authentication (TTA)o] A=
471 1T} (Anderson 2024, 2025).

ol ol dg0] B Aol AV BRI
TTAE 451t 4 719& Algrsict. AQk 713 ECDSA
A 4, s) Fr ‘01 A1 2] W82k BAglo] AAdE 4 Atk
T S8 DU, AORE A r U ¢
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gl 2718 A7) c} olZ ol 120 WAl thu] 2417 &
O] TTAZ H|tf| 25%7}4] Th&A|Z 2=
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A4t QHEIES SR dEg BIro =M A AlAF
2 gol tht ebg/d-& AXRI

o] =] AL Tt Lk 2ol A= CLAS B4 tolE
7H %5 QZSS Lo2 415.9] A A] 25 ARt 3golA
ARk WrAle] £A12}F &, Sz & T2 EZS A olgi) 4
[RHel A o] TTAS 2AshaL AA| A AI7HE 5%

H) 23kt 5gellAE Ao TR E o] AA|
48 A 9 #F ECDSA WA 3ol
= Gl sl drgstaL, egolli= 2E& ATt

=
=
o

L2

2. QZSSe| HAIX] 7=
QzSSt L6 thole Eof m4Y 5¢) §u2 Adeini, o
o tjodo] EaA A5 W& L6272 A ol=ct (Cabinet Office

2024) L62 AT = 45 to]g|o] A of wle} L6DL} L6EL]

dlojg] ZfE & FLiEe] 285t} o] F LeD WA= CLAS
o] AF&-E|1, L6E H|A] 2= Multi-GNSS Advanced Orbit and
Clock Augmentation - Precise Point Positioning A{H] A Sof &
|5k

CLASO] AMEE= 162 A15.9] tlAA = 120] 144 4
T 2% Aol #2&5 7HIH, F ZolE 2,000 H]Eo|t}. Fig. 1
3} Zro], HlA] A= BT 49 BIE, H|o|E] T}HE 1695 H|E, Reed-
Solomon F.E 256 H|E &2 FAJHT}

CLASS] A% T3 QA4 3049 Hloje] SHER o] o]
A, oluf 57]] A< o8] HET}F V) M BZQ], 6719] A2
zE|do] U 2 Y& /35t olmf Le HA|A] shte] Foll
127 AQEBE shte] Zeg) Afoll= 3027 AQHTt
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1 Frame
Subframe 1 Subframe 2 Subframe 3 Subframe 4 Subframe 5 Subframe 6
8475 BITS 8475 BITS 8475 BITS 8475 BITS 8475 BITS 8475 BITS
< <
Header DATA PART REED'E%EOEMON'
49 BITS 1695 BITS 256 BITS
Fig. 1. Structure of QZSS L62 signal message (Cabinet Office 2025).
Fig. 2. Transmitter data configuration in Jeon et al. (2024) (N=4).
Fig. 3. Transmitter data configuration in the proposed scheme (N=4).
3. H|ot uhH N, A ot 2ghE ZEge 2 o3I} &, N=N+No]
w, No| ] wi&= N= N=N/2°l E“‘% o] ollM+= *é“éA Hel
o] &Rl AL Jeon et al. (2024)0] Ao} o] QZSS L62 A} Nol B4l H-9uk Msht, No| B4:¢1 OOE A A
AEe] T2 54 wrgstnl, /1E A% AASke] 534 W A sFssieh B3k 1 -] A sig NAO] 220 R Baksto]

o= 22 3227|4914 (National Institute of Standards and
Technology, NIST)2] ECDSA ¢F&HA] A1 E 11edslo] (Barker
2020) ECDSA P-256 ZA1& 7|ulo 2 o= m2 g 28 AA5H
of TAE o, 7k de mag) W) uhxer qumEglel] 91%]
2 olel shze] ZAfshe oflu] ol 2 213 elole] 1% A

Q1%

= Zgohs ARe 7Pt ol ¥ 7he et HIE = XA
wIAIA] F710] wis) o At ol ng, s v]ES] 5715 ZF
€ #F ECDSA A7pA & B zagoll o B 22 of

|
ek wheba A o]El S thae] gl

A o] A

sH= Bak A4o] HpAlS madsich
FAR7E 53 1 A7) Aste] WEshe LeD kAL A
AR 87 HBE TSI 910, 0|F Data2 13k Data
7} A o] ZUse A HOlelE g 210
o714 sig 2 of Wiell AH B A% Slol Bash ze
o) A48 No.2 Aolstol, 15 A% rol EPE weele] 42

QA4 N7) el ol Alo] 1w 7k 27 sig, = HAIRIh of
F1A] QB e 03 N-I7ER| o] 348 7o, i) 27He 7He
A ) i) melQlo] makelo] W Eck FPEsey vl
2, Data, AHA| = N7 o] 2Zto 2 FLEE 4= 9l o ui Data, 2] A
ZZV& Data, 2 ¥7]3H
Jeon et al. (2024)o]|A1= Fig. 29} 7"0] Al o] N7 2] HlolH
27} Data,p,,Data,y,©] 5 AE5H T AY r,s7F A=, 2+
4y Sigi105" s SIg N1 4 Sigrionn Slgm:\f 2 BEEEO] t+ Ao
O]H }—7—]— Data,, o, ,Damz+1,N—1“‘4' (\)31—7'" |
$H (N=N=N/2).
SHH, Ao Wil M= 17} Data 2} F8s1A A4 4 Qltk=
A& o|gsled vlg] 1 & Akl Fig. 32} ZF0] Data, s, Data, .2}

,Dat“Hl,N/z—l 5< Damm,N/z,“'

A AE3LAL, r, D Data 2FE] ALE = & Data,., o, »Datdy, oy
7} G W, 3187} 3280l ARKEE 1) $414 9 4
7 B9 Fakg s et
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3144 5 ZRES
FA2H AR 2 A L6D wAIA| o 3 1% AR
2 A7) $Ial, T Mg FoInkc A A4, wlels B2l 7
4}, 18] 31 ECDSA 7] A A4 ARS Sagtet glole] A
oldlo] Besh st wulel wjetulelol A7) QJeun
7] Al ghE ARSI, o] % 7 Alnich M2 e Y 242
Asto vilA] 2} bl Wk SA1xbe] A Q) Sk AR

s

rotocol 13} e, =w|l shetn]e] D=(¢,FR,S,a,b,Bn,h)oll A, q
P o] Aol &5k (finite field)2] $]4=(order), FRE
A Ao 37 A s= ERTA S kagqe A5 2
1S (seed), a b= A|T2RE] AAE BFYRA y'=x+ax+be]
A4, P= 712 (base point), n pof| o]} 24_45]_ BT A
2] 9]4=(order), h= o1z} (cofactor)o]t}, o] =FofA] 1125}
& NIST P-256 E}1+41 (Chen et al. 2023)9] -9, h=1o]0] n&
256H| E. A4=(prime number)o|t}.
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Protocol 1. Transmitter operation in the proposed scheme

Input: Domain parameters D = (q, FR,S,a, b, P,n, h),
private key d, message Data,.
1. s_y = 0Mo82m1// A bit string consisting of [log, n] zeros.

2. Fort €{0,1,2,..}do:
2.1 Select k; € g[1,n — 1], and save k;.
2.2 Compute kP = (x1,,), and convert x; to an integer X7.
2.3 Compute r, = x; mod n, and save 13.I1f r, = 0
then go to step 2.1.
2.4 Compute sig; = s;_41]||r¢, and split sig, into
{sige;1i=0,..,N—1}.
2.5 Fori €{0,...,N — 1} do:
2.5.1 Construct Data,;, and save Datay ;.
2.5.2 Transmit (Datag;,5ig; ;).
2.6 Compute Data, = Data,||Data,|| -
2.7 Compute e = H(Data,).
= k;'(e +dr,) modn.

[IDatay,y-1.

2.8 Compute s;

Wz Z2EZ AR ;(]2—1 =00 A= L
14 F719] A dlole7}F EAfiskA] e Aol ¥
£ S8l ‘4741 1A =-1 AR 9] A Zt 5. & [log, nl HIE Aol
002 A7 HIEY R 27|35)5HcT
o]= o *lﬂ t=0,1,2, Ate}h FA1R = HEA Q] A A/ )
A glole] Ag Abo]2E 4T 4 viAlA WE =
BHoE A Q4 rE A5 sl DA 21004 [Ln-1] H
ol U k2 Aestar, T 2.2, 2.300|A] o]o]] L5l 2 AAL
St o714 r7F 002 A4k 79 B4 212 Fori, 25
ECDSA A A A] A=} (Hankerson et al. 2004)2} Zro] k5€] T}
A Aeisto] A9 A1S xesict AE ko) re o]3 5, AlAE
ol Hg517] S8 Hmalell e B 21 ~ 2.30) T L ¢
Al 2] Data7} oFd] YA ] o2 Ao M= 3 ~glon
2, AR Sl A wlE] G4ts F= 7o) 7Hsslth
TA 24004 = et Zol FAAH A ¢+ AlH Y re}, A
A -1 F7100 A ALt o] mirejo] HAEo] QIH s & AF
(concatenate)slto] Bz A1A Y] sig S LASH, THA 2,504 £
A2z AAZEO 2 A Data, £}, Q15 HH sig s N/We] 27¢

O
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Protocol 2. Receiver operation in the proposed scheme
Input: Domain parameters D = (q, FR,S,a, b, P,n, h),
public key Q, message Data,.
1. Dataiemp = NULL, sig = NULL
2. Fort€{0,1,2,.. }dO‘
2.1 Fori €{0,...,Ng — 1} do:
2.1.1 Receive Datat_l, Sige.

2.1.2 Compute Dataiemp = Dataemp | Datay;.
2.1.3 Compute sig = sig |l sig; ;.
2.2 If t > 0 then Compute s;_1 = MSB|1og, n(sig)
2.3 Ift > 0 then:
2.3.1 Ifry_4 or s;_q notin [1,n — 1] then:
return “Reject the signature”.
2.3.2 Compute e = H(Data;_,).
2.3.3 Compute w = s;- mod n.
2.3.4 Compute u; = ew mod n,u; = r,_;w modn.
2.3.5 Compute X = u P + u,Q.
2.3.6 If X = oo then: return “Reject the signature”.
2.3.7 Convert the x-coordinate x; of X
to an integer X7; compute v = X; mod n.
2.3.8 If v = r,_q then:
return “Accept the signature”;
else return “Reject the signature”.
2.4 Save Data; = Datatemp
2.5 Fori € {Ns, ..., N — 1} do:
2.5.1 Receive Datay ;, Sigy;.
2.5.2 Compute Data, = Data, || Datay.
2.5.3 Compute sig = sig |l sig; ;.
2.6 1 = LSByi0g,n1(si9)
2.7 Save Dataenm, = NULL, sig = NULL.

A1 EIA Trakolel D W A 5ol Bast 271

£ UYL, T 1olA 419 Hole] 2773 MY 2748 ¢
A2 A&7 gt W9 Data,,,, sige NULLE 27|35t} o]
2 o) A1 20,12 Tle} SAIRHS WHEAe) A7 Y o]
A M HEE SHTh ofuf 7}t Aol A NAo] Z¢d
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i=Ng, -~ N-1 Z|Y)& $4lehs HEO R FRE o] Hejdot

A DA 210014, AR ¢ A 9] OAEE N-1HA)] 2
A U7k M E=E Data, 0} sig, & 415101 Y2 Data,,,,,, sig W
o] A gt GA| 22004 = 44158 A8 ¥ sige] 4] [log,
A HIESS AA -1 A HAIZ o AR B2l s ol A7
Shot. ghek Al 41 2] o] i=00] ofabH, 2412k ©A] 2.3
I} Zro] ofm] WK eje] 17‘*”}3’— U+ Data, 2 A 1, 12|
s o185l A ASE U 4 Ut vk Ay A4S 2
oA A4k A X7t ebd341 o] F5Hd3 (point at infinity) o]
U Ago] §85A] gty SdEE AL £AAE ©HA| 23],
2.3.6,2.3.83F Zro| “Reject the signature”Z WsFsic},

M 7% R 2 W 24014 44121 A7 Dara,,,

o A OISR B Aol AR SIS Duat
Hafslo] kit w7 2,500,
& F4lo]l o]ojA] L A] Ny WHTH N-1917) ZH|A712] Al
SfiA pAlgeE o] oA 415 Data,, 2752 SEA A%
Data = 2] Fol| 24 0 2 A eo] 235 HA A& 45}
Al =w, sig,, RS- 7)E sig T o] A& A% %D}

i=N-17}2] B& Y o] 4lo] s =, BHA| 2.60014] 4241
A sig W] 3191 llognl ) M =52 A8 rell AAatet. g
e Thg L A1 0] A1 5] ALE81] Sl A1kl el
ofl AslELt. o] F THA| 2704l thE tH A4 Z2E
2 2 9150 YA 7 Data,,, 9} sigh 27|13k},

in

j=

}L oA 210014 9] =g

AM

4. 8 =

orr
HI

ol Al AU SRR thelo] TTAR 4ok
PC ¥ R aspberry pi g0l Ale]l =2
Aoz Az A s

J])u

41TTAYS 24

Jeon et al. (2024)2] Q15 WAl ol A= 4127 N7 ] Y]
ol 24 Data2] 27t5& B5F A5k, 1700 gk A9 sig,
o] 2715 1 thg Ne] mele] WA 4AISkEE, Data, Y
Dataol| H5F A AR sig, & BT $A1517] S8l & 2N7f9) =
alolg $41sfof gt

A|¢Fs}H= 7]¥1-& Protocol 13} Protocol 204 E01E] = vle}
Zro], A% thAt MIAA] Data o}t M r, S SAlOl AETL
2H TTIAS 72402 BEAZTh $42Hs Date,o] 2 58
Z7} Data, S 4% ) ro] B3 27k meglol] Tl dof 1
W, HAIZ]e] 52 MY 24 stL Data, Aol ¢8H o

391 141 A4 o] me|Ql Bl Asto] HEteh olof whet 441
A} Data 2] 4-410] S 8= Ao olul A% Bagh s 3
RS S, 4 Aol A) A 57t 2 NoHO) meldnt

I SR S 4 B3E YL ol

Table 1.2 Ao} HFAlo| Al ¢] TTAZ Jeon et al. (2024)2] TTAS}
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Table 1. Comparison of TTA between Jeon et al. (2024) and proposed
scheme (unit: s).

X L N Xg Xo Ng TTA (Jeonetal 2024) TTA (proposed)
50 128 12 4 43 6 720 540
100 128 6 3 86 3 360 270
200 128 3 2 171 2 180 150
50 192 18 5 43 9 1080 810
100 192 8 3 96 4 480 360
200 192 4 2 192 2 240 180
¥l 5k31 glch. Table 104 X ool Tl efju] ojele] w]
=, L RO, Xl A 2k i, o) HIE 6 UEReE
HoF &7t 1Y 749 ECDSA Zixmﬂ S 4L HER FAEH
A e M Baelo] HEsIme, $407 Selds 54 A
ofl #41%E AT 27bo] A MY F “j“WH AR AHo]
o4, oI i) D3E] N ) ST olololok Tk
o] QA A] M ZH|J o] H|E F RS ARSI, X
o] QlElA} AA|SHE HE 48 L}a}w =, XyllogNlolch
Zh Mg 2742 A A U89 AR Zohs X, HIES} ©]
A 2719] JIEAS Uehls X, HIES 25 Z9stolok 3

gloll FFEofor & F HIE g XXyl 271 Foid X
He] HollA No| 227} H =5 A4St ohE, szgtﬁl N &

s = MW 5 0] ZghE 28] 4 YElE No= Eq. )3
Zro] AAFSE 4= 9it}
el »

Q255 Lz 4159 29 St} 255t o 020] Aol
AQE B2 Jeon et al. (2024)3} At HFAlof| 4] TTAE Egs.
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Table 2. Experimental environment.

PC Raspberry Pi
CPU Intel(R) Core(TM) i7-10700F CPU @ 2.90 GHz ARM Cortex A53 MP4 @ 1.2 GHz
(o Ubuntu 24.04.1 LTS (WSL2 2.3.24.0) Debian GNU/Linux 12 (bookworm)
RAM 32GB 1GB
Compiler GCC13.3.0 GCC12.2.2

Table 3. Measured execution time (mean (standard deviation) over 30 batches; each batch is the average of 1,000 iterations).

. PC Raspberry Pi
Operation
Jeon et al. (2024) Proposed |Jeon et al. (2024) Proposed
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ECDSA signature verification (ms) 6.37 (0.03) 86.13 (0.08)
Receiver Extracting Data,,, sig,, from frame (us) ~ 0.18(0.01)  0.19(0.02) | 2.78(0.05)  2.74(0.01)

Copying Data,,,, to Data, (us) 1.33 (0.06) 0.72 (0.03) 19.85(0.80)  8.49(0.44)
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